


=3

PR
-
2013 2015
% 33 5% 0 H
(Ruanjian Xuebao) 2000 %6 F

........................................ B B Ok B R F Kk R (1959)
C F4RE I RK4E EEBIAR (1961)
TaintPoint: AR IO EMRF (1978)
........................................................... HER TFE FHIER BEAS JTHHE (1996)
SGX2 e ?B}:‘]g_ E}g;ﬂ ]%E//@':/)i (2012)
Linux wos HAH FFRMR K IR (2030)

B Y ¥ %
............................................... xR M OZ XNE4A Kk OB E B B (2047)
C/C++ ......................... ?}"’E&‘ /%K_ %}é ? *ﬁ% (2061)
................ mAankE TR¥A 1 O Kk A& (2082)
............................................... OB OARBRH ¥ F FHE RFW ks (2097)
........................................... Eas A RKE (2113)
------------- I ESR OKRRE TR (2115)
................................................ R g4 (2127)
COq e LR E OB HERE K W (2150)
PPTL e INE ZEY FAE AR F (2172
................................... RS RKEH DLWk FHFH LEHE EFF X K (2189)
Coq e, I ARA A RIR (2208)
COg e, FREE R 4R (2224)
.................................. MEF * R AP IEME (2246)
............. R 4 4 IR Fk4e (2264)
................................... oM EBRE B oM R A& BE¥% x4 Fhinfa (2288)
............................................... Vg B BER KRS L & x#ic (2312)
............ MR WiER WU F xR (2331)
................................. Rk s pMeA HRE (2348)

: CN11-2560/TP*1990*m*16*405*zh+en*P*¥70*2022*22*2022-06



Journal of Software Vol.33, No.6  Jun. 2022

Contents
SPECIAL TOPIC ON SYSTEMS SOFTWARE SECURITY
1959 Preface
YANG Min, ZHANG Chao, SONG Fu, ZHANG Yuan
1961 Counterexample-guided Spatial Flow Model Checking Methods for C Codes
YU Yin-Bo, LIU Jia-Jia, MU De-Jun
1978 TaintPoint: Fuzzing Taint Flow Efficiently with Live Trace
FANG Hao-Ran, GUO Fan, LI Hang-Yu
1996 Compiler Fuzzing Test Case Generation with Feed-forward Neural Network
XU Hao-Ran, WANG Yong-Jun, HUANG Zhi-Jian, XIE Pei-Dai, FAN Shu-Hui
2012 Memory Optimization System for SGXv2 Trusted Execution Environment
LI Ming-Yu, XIA Yu-Bin, CHEN Hai-Bo
2030 Refcount Field Identification for Linux Kernel Based on Deep Learning
TAN Xin, YANG Xi-Yu, CAO Jia-Jun, ZHANG Yuan
2047 Repeating Toast Drawing Based Password Inference Attack Technique
LING Zhen, YANG Yan, LIU Rui-Zhao, ZHANG Yue, JIA Kang, YANG Ming
2061 Study of State-of-the-art Open-source C/C++ Static Analysis Tools
LI Guang-Wei, YUAN Ting, LI Lian
2082 Exploit-oriented Automated Information Leakage
YANG Song-Tao, CHEN Kai-Xiang, WANG Zhun, ZHANG Chao
2097 Cross-project Defect Prediction Method Using Adversarial Learning
XING Ying, QIAN Xiao-Meng, GUAN Yu, ZHANG Shi-Hao, ZHAO Meng-Ci, LIN Wan-Ting
SPECIAL TOPIC ON THEOREM PROVING: THEORY AND APPLICATIONS
2113 Preface
CAO Qin-Xiang, ZHAN Bo-Hua, ZHAO Yong-Wang
2115 Mechanized Verification of Efficient Iterative Data-flow Algorithm
JIANG Nan, WANG Li-Meng, ZHANG Xiao-Tong, HE Yan-Xiang
2127 Semantics under Step-indexed Model and Formalization
GUO Hao, CAO Qin-Xiang
2150 Coqg Formalization of Propulsion Subsystem of Flight Control System for Multicopter
SHI Zheng-Pu, CUI Min, XIE Guo-Jun, CHEN Gang
2172 Implementation of Theorem Prover for PPTL with Indexed Expressions
WANG Xiao-Bing, KOU Meng-Sha, LI Chun-Yi, ZHAO Liang
2189 Refinement-based Verification of Memory Isolation Mechanism for Trusted Execution Environment
JIN Cui-Zhen, ZHANG Qian-Ying, MA Yu-Wei, LI Xi-Meng, WANG Guo-Hui, SHI Zhi-Ping, GUAN Yong
2208 Formalization of C.T.Yang’s Theorem in Coq
YAN Sheng, YU Wen-Sheng, FU Yao-Shun
2224 Cog-based Matrix Code Generation Technology
MA Ying-Ying, CHEN Gang
2246 Formalization of Collision Detection Method for Robots
CHEN Shan-Yan, GUAN Yong, SHI Zhi-Ping, WANG Guo-Hui
2264 Tool for Verifying Cloud Block Storage Based on Separation Logic
ZHANG Bo-Wen, JIN Zhao, WANG Han-Pin, CAO Yong-Zhi
SYSTEM SOFTWARE AND SOFTWARE ENGINEERING
2288 Systematic Literature Review of Duplicated Bug Report Detection Methods
ZHENG Wei, WANG Xiao-Long, CHEN Xiang, XIA Xin, LIAO Hui-Ling, LIU Cheng-Yuan, SUN Rui-Yang
2312 Verification Method of Hierarchical for Safety-critical Memory Management Systems
LI Shao-Feng, QIAO Lei, YANG Meng-Fei, ZHANG Jin-Kun, MA Zhi, LIU Hong-Biao
DATABASE TECHNOLOGY
2331 Multi-attribute Data Indexing for Query Based Entity Resolution
SUN Chen-Chen, SHEN De-Rong, XIAO Ying-Yuan, LI Yu-Kun
COMPUTER NETWORKS AND INFORMATION SECURITY
2348 Histogram Publication under Shuffled Differential Privacy
ZHANG Xiao-Jian, XU Ya-Xin, XIA Qing-Rong

©Copyright 2022, Institute of Software, the Chinese Academy of Sciences. All rights reserved. No part of this
publication may be reproduced, stored in a retrieval system or transmitted in any form without the prior
written permission of the Institute of Software, the Chinese Academy of Sciences.



ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn

Journal of Software, 2022,33(6):2047 2060 [doi: 10.13328/j.cnki.jos.006568] http://www.jos.org.cn
© . Tel: +86-10-62562563
Toast
1 r 1l 2 1 % 2 1 1
R&, B B, BN R RS OR R, AW
Y , 211189)
i , 510632)

, E-mail: yangming2002@seu.edu.cn

D BEASRE TR RGBT RT 2R, AF, e SRR EENE —E2oH R, Bibdad A
Fab G E R T2 A RMZ—. B Android &% Toast HubliX it e84, 52T —FP & T Toast £
B ekl puh g3 A v A &, @i 4 Android Toast AL 49 sc LRI Fe sh heds &, RIS & A T AR Java R4
FAR B TR P 5 EF ) Toast 49 &4, R A Toast & A 328 T, 122 & F Toast EAK S 353 2%
e aR T, & R TR Toast 44| R wk, BT & 4 44| Toast 49 &4 L KAt B G T B 2 TAREAZ
E, AKd IR PR R RS, RE, KEH T B4R P bR Toast 49 &4k# F ey 24T &,
o RAERABIEMNE A PG RS, EHHEH LR NEASGEFRITT AP £8, BIET R 0A &L
P, EFAEAISROM, SREY: SuAKE A 8, SEMIAFE A 89%. LIty T A RIF S AE Android R REA
P AFEE A

o w4k Java RAT; Toast & 2 44

1 TP311

: , , , , , Toast . , 2022, 33(6):
2047-2060. http://www.jos.org.cn/1000-9825/6568.htm

: Ling Z, Yang Y, Liu RZ, Zhang Y, Jia K, Yang M. Repeating Toast Drawing Based Password Inference Attack

Technique. Ruan Jian Xue Bao/Journal of Software, 2022, 33(6): 2047 2060 (in Chinese). http://www.jos.org.cn/1000-9825/6568.
htm

Repeating Toast Drawing Based Password Inference Attack Technique

LING Zhen!, YANG Yan!, LIU Rui-Zhao®, ZHANG Yue?, JIA Kang*, YANG Ming*

!(School of Computer Science and Engineering, Southeast University, Nanjing 211189, China)
%(College of Cyber Security, Jinan University, Guangzhou 510632, China)

Abstract



2048

Key words: password attack; Java reflection; repeating Toast drawing

BRAFFIR 2022 4% 33 A% 6 7

. , GSMA 2 2021 4
78 51 Android ,
, . Android
Android , )
, . IDC 2 2023 ,
1512
[3 71.
[8.,9] [10]
i [11 14]
Android Toast , Toast ,
, . Toast Toast
Toast , Toast ,
Android ,
, . , Java Android Toast
, Toast , Toast
, . Android 10 Android
1 , Java Toast . Wang (131
Toast  Overlay Android 11 ,
1) Toast Android Toast , Toast
, Toast ,
2) Android Java ,
Toast . , Toast ,
3) Android ; ,
) 12 , 84.5%. ,
1 Toast . 2 Toast
3 4 Toast



H¥ F AT Toast T AL HIALA 69 1 s RHE A

1
Android Toast
1.1 Toast
Toast  Android , -
, . Toast I*T
1 . Toast Toast.
Toast, Toast , show( )
Toast show( ) ,

NotificationManager , enqueueToast( ) ,
(NotificationManager). ,

, (WindowManager),

oast.

2 5.

BHFPARE

enqueToast()

removeView( )

1 Toast
Toast

2(a)
setView( )

BE— I BENHEToast

Toast , Toast 2s 35 s
Toast , .
Toast Toast.makeText (context,text,duration)
Toast , duration Toast
LENGTH_LONG LENGTH_SHORT, 35s
Toast, i Toast”. , Toast
(view), 2(b) .
(a) Toast (b)
2 Toast
Toast ,

Toast

removeView( )

text

2049
Toast Toast
I
.show()



2050 RHEFIR 2022 45 33 A% 6 4
Toast , 500 ms , Toast
0. , , Toast removeView( )
) , Toast , Toast,
Toast Toast
1.2
Android Android ,
Android . Android ,
TalkBack, TalkBack ,
, Android API
[12,16,17]
ID
, ID,
2
Android Android ,
Toast , , Toast
2.1
(1) ,
, , . Diao (18]
337 , (56.7%)
100 Felt 19 , 17%
Fratantonio (16 :
() ,
(3) ) ,
2.2
Toast , Toast
(1) Toast , , :
(2) Toast , . Toast
Toast Toast , Toast
(3) Toast
Toast , Toast
Toast , Toast



HR F AT Toast &4 24100469 0 A R 2051

, Toast ,
, . , Toast , Android
, Java Toast
, Toast

3 Toast

Toast , ,

, , Toast ,
3.1

3 , Toast 4 ,
I —
.
3 Toast
4
3.2
Toast
, EditText, ,

isPassword( ) true. ,



2052 BRI 2022 4554 33 A5 6 1

33
, . , Toast
) , . Toast
3 : 1 Toast , 2
Toast , 3
331
Toast ,
, Toast
, . , Toast , )
, Toast . Android : Toast
Toast mTn mNextView , mParams ,
FLAG_NOT_TOUCHABLE™, , 1
1. Toast .
1: final WindowManager.LayoutParams params=mParams;
2: params.type=WindowManager.LayoutParams.TYPE_TOAST;
3: params.setTitle(“Toast”);
4. params.flags=WindowManager.LayoutParams.FLAG_KEEP_SCREEN_ON
5: |WindowManager.LayoutParams.FLAG_NOT_FOCUSABLE
6: |WindowManager.LayoutParams.FLAG_NOT_TOUCHABLE;
Toast , Toast show( )
mNextView , mParams , FLAG_NOT_TOUCHABLE , , Toast
mTn mParams public , ,
, Java mTn , mTn
mParams , Toast , 2
2. Toast
1: Toast toast=new Toast(MainActivity.this);
2: toast.setView(keyboard); //
3:  Field f=toast.getClass( ).getDeclaredField(*mTN”);
4. f.setAccessible(true); // Java  Toast mTN
5. Object mTn=f.get(toast); // toast mTN
6: Field f2=mTn.getClass().getDeclaredField(“mParams”); // mTn TN mParams
7: f2.setAccessible(true); // Java TN mParams
8: Object mParams=f2.get(mTn); // mTn mParams
: mParams.flags=WindowManager.LayoutParams.FLAG_NOT_FOCUSABLE; //
10: toast.show( );
3.3.2 Toast
, . Toast

3.5 s,



HR F AT Toast &4 24100469 0 A R

11 ,
Toast
Toast
Toast
1.
2.
enqueueToast( )
3.
4. Toast
5.
Toast
4
Ta,
Toast
4.3.2

Toast
Toast, 1 Toast
Toast , Toast
, Toast
4
, Toast.show( )
Toast;
Toast
Toast , token Toast;
token,
token, Toast token
Toast?:
( 2s 35s) ,
Toast ;
Toast ,
token, Toast
D 1 5, Toast
Toast Ta ,
T (Tg+T,) 1. Toast
v Tl(TgtTa). Ty ,
, , Toast 3.5s.

2053

Toast

token,

Toast

removeView( )

Toast,
T,, Toast



2054

Toast

token,

1

setimageBitmap( )

Pixel

3.4

QWERTY

BRI 2022 4% 33 K5 6 4

, D  Toast ,
Android Toast token

Toast , D )

, Toast ,
Toast , Toast Toast

, D Toast ,

D 34s
Toast
, 5
Toast ,
Toast

1 2 3 4 5 6 7 8 9 0 '@ # 5 % * & * [ )

gqwer r tyuiop QOWERTYU I OFP

asdf gh | k |

ASDFGHUJKL

G T 2N 27 i mmmq

2o, @ ]
5
, , [22]
Gboard,
Gboard
Google Android Keyboard , ,

09 . 23] : X

Toast



Ik F AT Toast & 4L BIAUH 69 0 A EH K 2055

[l . )

performAction( ) ,

3.5
, Toast ,
Toast. y f ,
, 4.3.2
https://reurl.cc/WEZEM7. , Google Pixel 2 ,
, Toast
, Toast
4
Toast . ,
4.1
) , Toast
, Google nexus6p, Android 8,
5 , Skype Instagram,
20 , 3
17 , 22 33 , 25 , 20
2.
2
Samsung s8 8
Samsung SMG9 9
Google nexusép 8
Google pixel 2xI, pixel 4 9
Vivo Vv1813A, x21iA, v1816A, v1813BA 9
Oppo PMEMO0 9
Xiaomi mi5 8
Xiaomi mix 2s, mi6, mi8 9
Xiaomi mix3 10
Huawei EML-ALOO, mate20 9
Huawei nova3 9.1
Huawei mate20 x, HMA 10




2056 BRI 2022 4554 33 A5 6 1

4.2
7 )
7 , )
10 , . 7 )
3.
3
Skype com.skype.raider 8.45.0.43
com.facebook.katana 196.0.0.16.95
com.evernote 8.4.1
com.twitter.android 7.68.1
Instgram com.instagram.android 69.0.0.10.95
com.infonow.bofa 8.1.16
com.eg.android.AlipayGphone 10.1.65
, 7
, , Toast ,
, Toast
, Toast
4.3
, Toast (2s 355%)
) Toast
Toast
43.1
, Toast 2 s (LENGTH_SHORT) 3.5 s (LENGTH_
LONG) . 100
) , Toast Cu
Cp, Ct/(Ct+Cp).
4 : , Toast ,
, , Toast 35s Toast
2s ,
4  Toast
2's (%) 3.55 (%)
mix3 0 0
mix 2s 98 98
mi5 99 99

mi8 93 97




Ik F AT Toast & 4L BIAUH 69 0 A EH K 2057

4 Toast ()
25 (%) 3.5'5 (%)
mi6 93 97
s8 0 0
SMG9 0 0
nova3 0 0
EML-ALO0 96 99
nexuseép 98 99
mate20 98 100
HMA 0 0
mate20 x 0 0
pixel 2x1 85 93
pixel 4 96 99
V1813A 0 0
X21iA 0 0
Vv1816A 99 99
v1813BA 100 100
PMEMO0 0 0
4.3.2
, Toast 35s,
4 6 8 10 12 10 . 6
: . Toast
12 : 84.5%.
AR
6
4.4



2058
1) . Maggi 3
2) .Jung e
, . Luman
, .Ren (24]
. Wang
, Android
€) . Niemietz 12 Toast
. Kraunelis (23] , Android
(24] , Android
Overlay )
Android Toast
Toast,
Toast , Toast ,
Toast , Toast
9 26,

. Yue

. Aviv

1

Aonzo
[10]

[17]

HAEFIR 2022 5 33 A% 6 41

[4]

. Zhou el

[7

[9]
Virtual App

Android
ActivityHijacker,

Android Ul

. Fratantonio

Overlay ,

, Android

, Java

(51

1

Activity

. Kalysch

[16]



Ik F AT Toast & 4L BIAUH 69 0 A EH K 2059

References:

[1] GSMA. Representing the worldwide mobile communications industry. 2021. http://www.gsma.com

[2] IDC. Solid growth ahead for security products and services. 2019. https://www.idc.com/getdoc.jspcontainerld=prUS45591619

[3] Maggi F, Volpatto A, Gasparini S, Boracchi G, Zanero S. A fast eavesdropping attack against touchscreens. In: Proc. of the 7th
Int’l Conf. on Information Assurance and Security (IAS). IEEE, 2011. 320 325.

[4] Yue Q, Ling Z, Fu X, Liu B, Ren K, Zhao W. Blind recognition of touched keys on mobile devices. In: Proc. of the 2014 ACM
SIGSAC Conf. on Computer and Communications Security. 2014. 1403



2060 BRI 2022 4554 33 A5 6 1

[24] Ren C, Zhang Y, Xue H, Wei T, Liu P. Towards discovering and understanding task hijacking in Android. In: Proc. of the 24th

USENIX Security Symp. (USENIX Security 2015). 2015. 945 959.

(1982 ), , , (1989

, CCF , loT

(1998 ), , CCF (1995
(1998 ), , (1979




2022 /

2022 3 ) > >
2022

~

2022
2022
2022
2022
2022

O | 0 9 N | W,

2022
2022 10 ) > >

: http://www .jos.org.cn /

Journal of Software
anjian Xuebao (monthly)

(  ,1990 ) (Started in 1990)
33 6 2022 6 Vol.33 No.6 Jun. 2022

Sponsored by the Chinese Academy of Sciences

Published by Institute of Software, The Chinese Academy of
Sciences (ISCAS) and China Computer Fed4( Fed)-hi4oan



