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Abstract—Tor is a well-known low-latency anonymous com-
munication systemP,-.
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A. Components of Tor Network
Tor is a real-wyrld, circuit-based |, w-latency an, nym, us
¢, mmunicatp n netw, rk. It is an jpen g urce py ject and
pr, vides an, nymity service ) r TCP applicaty ns [12]. Figure
1 illustrates the basic G, mp, nents f 'lz)r netw, rk [13]. As
sh, wn in Figure 1, it has the {1}, wing {) ur basic ¢, mp, nents:
o Alice (i.e. Clienr) runs a | cal §, ftware called onion proxy
(OP) {, an, nymize the client data inf, Tjr.
e Bob (i.e. Server) runs TCP applicaty ns such as a web
service and ary nym, usly ¢, mmunicates with Alice , ver
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As shy wn in Figure 4, the w, rkf}) w, f the packet size based
attack is illustrated be}, w.

Step 1: Modulate target traffic. Inrder {; eng, de bit “0”  f
a signal, the attacker changes the reverse pr, xy’s buffer size
as 498 bytes and ) rwards the data {, the exit g uter. Recall
that the jriginal data size jf jne cell is 498 bytes as sh, wn
in Figure 2. G nsequently, when the attacker writes 498 bytes
inb the % nnecti0 n the exit I uter, the data will be exactly
packed in, o ne cell at the exit ) uter.

In rder , eng, de the “1” bit, f riginal signal, the attacker
varies the buffer size as 2444 bytes and transmits the data
t, the exit ruter. After receiving 2444 bytes, the exit r) uter
can pack the data inf, five cells. In general, the MTU is
1500 bytes, the IP header and TCP header are 20 and 32
bytes, respectively, and then the TCP pay}, ad sh, uld be 1448
bytes. The data size  f 2444 bytes {jr “1” bit exceeds the
MTU. Theref| re, it is packed in{, tw, IP packets. One packet
has TCP payl,ad ,f 1448 bytes and the  ther has the TCP
payl,ad o f 996 bytes. The first packet will be packed in
three cells at the exit I, uter, ie., tw, cells with 498 bytes
and  ne cell with 452 bytes. T ensure the equal-sized cells,
Ty r pads the data with 452 bytes {; 498 bytes and { rms j ne
cell. The seq, nd packet will be split in{, tw, cells  f exactly
498 bytes. There{) re, we g btain exact five cells. In this way,
we map the signal inf, the desired number f cells. Then
these cells are repacked inf, IP packets and transmitted
the client. Hj wever, due {, the design,f T r queue pg, cess,
MTU and netw; rk ¢ ngest, n, the data carrying the signal
will be split , r ¢, mbined at the applicaty n layer and netw, rk
layer. Reliable eng, ding mechanisms are required {, deal with
netw, rk dynamics. This issue is addressed in Sectj, n III-B.

It can be seen that if the data f r ¢ nsecutive bits are
sent {,, clyse {, each jther, they ¢ uld be merged at Tyr
I uters. Theref| re, we need ¢, insert a marginal delay between
¢, nsecutive bits. Hyw {; select the delay will be addressed in
Sectp, n 1II-B.

Step 2: Demodulate the target traffic. An acg mplice
the attacker at the client side sniffs (e.g., sniffing is easy
in wireless netw; rks) the encrypted traffic transmitted {, the
client at the entry rjuter and reg,rds the packet size. The
attacker can deduce the number f cells in a packet frym
the packet size. Eventually, the attacker can dec0 de the signal
in terms ¢ f the number , f cells. We will discuss the fj rmat
of the packets in Sectjyn III-B. By using jur deve}, ped
reg, very mechanism, the attacker is able t, extract the signal
by deg, ding packets wh, se size embeds signal bits. In this
way, the attacker ¢, nfirms that the client accesses the targeted
web via Tjr.

B. Issues and Solutions

Due ¢, the netw,rk dynamics, MTU and the pg) cessing
capacity , f T r, the signal embedded in the traffic may be
dist, rted. This affects the effectiveness jf the attack. We
address these issues be}) w.

1) Signal Distortion: The maj,r facf, rs which lead {, the
signal dis, rtj, n and affect the effectiveness , f the attack are
listed be}) w.

Packet split: Refer ¢, the cell py cessing at the ; nj n  uter
in Figure 3 intlb duced in [5]. Once the read event is called,
cells are pulled fiym the TLS buffer in{, the input buffer at

a Ty r rjuter. Then the first cell can be pulled fiy m the input
buffer inf, the queue. If the jutput buffer is empty, this cell
in the queue will be written ing, the jutput buffer pg) mptly.
Otherwise, it will wait in the queue. Then the o ther cells in the
input buffer will be pulled ing, the queue , ne by j ne and wait
fyr the ¢, ming write event. Once the write event is called, it
will write the cell in the j utput buffer inf, the ¢ rresp, nding
TLS ¢ nnectiyn and flush g ther cells fy; m the queue ¢ the
o utput buffer. Then a subsequent write event will write cells
in the j utput buffer inf, the TLS ¢ nnectj, n.

Because  f such cell py, cessing, a packet can be split at
T puters. G nsequently, five successive cells at the exit
oNpn uter will be split as jne cell and f ur successive
cells. Figure 5(a) and Figure 5(d) illustrate the structure
of IP packets fr  ne cell and fjur cells, respectively. In
Figure 5(a), the IP packet with jne cell ¢ nsists f an IP
header, a TCP header, an empty TLS applicatj, n reg, rd and
a TLS applicaty, n reg,rd , f envel ping jne cell. N, te that
an IP packet cann,t be packed with { ur cells because f
the MTU (1500 bytes). The { ur cells will be split inf, tw,
packets as shywn in Figure 5(d). Since the default Tyr path
length is three, five successive cells will pass thrj ugh three
different, nj, n r, uter. G nsequently, these five successive cells
may be separated in the input buffer  f three distinct ¢ uters.
The five cells can be separated as three single cells and tw,
successive cells. That is why we ch, se five cells { r “1” bit.
Otherwise, a smaller number0 f cells f) r “1” bit may cause all
successive cells packed ing, individual small packets, which
imply multiple “0”s and leads {, deg,ding pr)cess hard jr
imp, ssible.

The cases  f packing cells inf, packets at Tjr rjuters can
be very ¢, mplicated and listed be], w.

o One case is that the first packet with 1448 bytes ,f
pay}, ad within 2444 bytes data f r bit “1” can be split
in{, three cells, while the seg, nd packet with 996 pay}, ad
bytes can be split inf, twy cells. If the netw,rk is
% ngested between the exit I, uter and middle I, uter, these
tw, cells may n, t arrive at the next g uter py, mptly. The
first three cells will be transmitted and can be split twice
when they pass thr, ugh the middle r; uter and entry , uter
because, f T) r’s cell pr, cessing py, cedure. Theref re, the
2444 bytes data may generate three single cells and tw,
successive cells. Figure 5(b) illustrates the structure f
the IP packet packed with the successive tw, cells.

« An, ther case is that the first three cells may be separated
as o ne single cell and tw, ¢ nsecutive cells. The subse-
quent tw, cells may be ¢ mbined with the previ) us tw,
cells. Then the f) ur ¢, nsecutive cells may be separated at
the entry 1) uter as , ne single cell and three ¢ nsecutive
cells. Figure 5(c) illustrates the structure ,f IP packet,
which is packed with three cells. Eventually, we , btain
tw, single cells and three ¢, nsecutive cells.

o The , ther cases are related {, whether the se¢, nd packet
is split jr nyt. Given the ¢ ndityy ns where first packet
may be separated as j ne single cell and tw, ¢, nsecutive
cells and the seg, nd packet may be split r n, t, we have
extra my, re cases.

Acg, rding {, the analysis ab, ve, we can j btain 5 cases {;r
bit “1”. We derb te these cases as 1-1-1-2, 1-1-3, 1-4, 1-2-2,
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and 1-2-1-1.
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Fig. 5. Packet E| rmat at the Netw, rk Layer

Cell merge: The cells carrying the signal can be merged
with the f re-and-aft cells at the j njy n t uter. If the netw; rk
is ¢ ngested between twy ¢ uters jr between the g uter and
client, the cells at the g uter cann, t be transmitted py) mptly.
Then the cells waiting in the queue at the rjuter may be
¢ mbined with the subsequent cells. The signal is then dis-
t rted. B r example, ¢, eng, de a signal “10”, the reverse pr, Xy
transmits a chunk f data jf 2444 bytes and a subsequent
chunk  f data , f 498 bytes. Because , f MTU, the first data is
split ing) 1448 bytes and 498 bytes, which are packed ing, tw,
packets, respectively. The tw, packets then arrive at the exit
uter. If the | ad ; f the exit rj uter is heavy, it can’t pg, cess
the data pr) mptly. The data can be split in{, cells, which wait
in the queue. Then the se¢ nd packet with 498 bytes data
arrives at the exit g, uter. This packet will be packed in{, , ne
cell. This cell may be pulled in{, the queue and merged with
the previ us cells waiting in the queue. All f these cells in
the queue are written inf, the TLS buffer nce the write event
is called. Hence, the cells carrying the signal “10” are merged
and ¢, nfuse the signal reg, gnitj, n based j n packet size.

Packet retransmissj n: Due ) the netw,rk dynamics be-
tween the entry juter and the client, the packets may be
retransmitted. This makes the signal reg, very ¢ mplicated as
well.

As we can see, packet split, cell merge and packet retrans-
missp, n will affect the effectiveness  f the attack. T) address
these issues, we present several $ lutio ns be]0 w.

2) Selection of Delay Interval: In jrder {, resist var us
interference, we . nsider {, add additj, nal delay between the
data chunks carrying signal b1ts at the reverse pr)xy side.
Den, te T; as the time , f the ith data arriving at the oNpn
I uter. Deny te T, as the pr, cessing time  f the ith data at the
oNpn yuter. A packet may be merged w1th the subsequent
packet if

T+ Ty, > Ty (1)
Den, te the delay interval added by the attacker as I, then

Packets carrying tw, successive bits will i, t be merged if

Ti+ Ty <Tia 3)
T,+T,<Ty+1 (4)
I>T,. )

In jrder {; prevent the signal dis, rtj, n discussed ab, ve, the
attacker needs {, select a delay interval larger than the ; njyn

uter’s pr, cessing time. Because the, nj, n , uter’s pg) cessing
time is dynamic, there are § me tradg, ffs j f selecting delay
interval: with the increase , f delay interval, attack accuracy
will increase and attack efficiency will reduce.

3) Signal Recovery Mechanism: T deal with packet merge,
split and retransmisspy n, we design a signal reg, very mecha-
nism {, extract the signal ff) m target traffic. The basic idea is
illustrated be}, w.

o First, we rem, ve retransmitted packets between the entry
I uter and client based ; n TCP sequence number.

 Seg,nd, since the attacker at the client side kn, ws the
original signal, she can reg ver the packets {r bit “1”
basedon the krb wn patterns, including 1-1-1-2, 1-1-3,
1-4, 1-2-2 and 1-2-1-1. Specifically, if an jriginal bit is
bit “17, the attacker |, ks { r such packet patterns in the
subsequent packets. Hence, the attacker will n, t ¢, nsider
a single cell { r bit “1” in the pattern as bit “0”.

Third, {, pr,cess the packets carrying a merged signal,
we sum up the size f all merged packets. Den te the
t, tal packet size f)r the merged signal as Z. Then we try
t, find integers = and y such that Z = 5122+ 37y, where
512 is the size , f ,ne cell and 37 is the aggregated size
o f the TLS header (5 bytes), MAC (20 bytes) and TLS
padding (12 bytes). N, te that the size ; f an empty TLS
applicat n reg, rd is alg, 37 bytes. In this way, we can
calculate the number j f the merged cells. Acg,rding ¢
the  riginal signal and the number ; f calculated cells, the
attacker can reg, ver the signal ultimately.

C. Discussion

1) Attack Accuracy: Detecty n rate is defined as the py, ba-
bility that an ; riginal signal is reg, vered. It is affected by delay
interval . Den, te the detect, n rate as P(I). Acg, rding {, the
analysis results in [5], the detectj, n rate P(I) is am,n, {1, us
increasing functj, n in terms j f the delay interval /. Theref] re,
the larger the delay interval we ch, se, the higher the detectj) n
rate beg mes. This result is alg) validated by , ur real-w, rld
experimental data in Sectyy n IV. Den, te the false p, sitive rate
as Pp, {jr req, gnizing a n-bit signal. As mentj, ned in [5],
false p, sitive rates decreases as the jriginal signal length n
gets |, nger.

2) Countermeasures: Inserting dummy packets in{, the

o riginal traffic can defend against the attack py, g, sed in this

paper {, g, me extent. Nevertheless, it is ¢, mm, nly believed
that dummy traffic will incur large, verhead {, b, th Tj r ¢ uters
and the client, dramatically degrading the perf, rmance ;f
any nym us ¢ mmunicati0 n. "IE) o Verg, me the o verhead, ohe
R, ssible alternative is selective padding similar {) thse in
[6]. H, wever, it is an j pen questj, n regarding the gains that
Ty r can get and iy w much , verhead it incurs {, Tjr. We leave
such investigaty n as , ur future w rk.
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IV. EVALUATION
In this sect'b n, we use 1real-w0 rld experiments b derrb n-
strate the feasibility and effectiveness , f the packet size based
attack against Tr. All the experiments were ¢ nducted in a
¢ oty lled manner jver Tir and we experimented jn TCP

fl, ws generated by  urselves {, ay, id legal issues.

A. Experimental Setup

Figure 6 illustrates the experiment setup. We deply a
malicy, us web site and a reverse pr) Xy, n Campus A. The web
server and reverse py, Xy are installed jn a single ¢ mputer.
The web server is Apache/2.2.11 (Linux) and the reverse pg, Xy
is Pen [14]. Tw, , ther ¢, mputers are depl, yed ; n Campus B.
All ¢ mputers are running Fed,ra G re 11 perating system.
One ¢ mputer acting as a client is ¢ nnected {, a wireless
access p, int and its traffic is n, t encrypted , ver the netw; rk.
The  ther ¢, mputer is used as a sniffer {; reg, rd the size jf
packets fr) m the entry g uter {, the client ¢, mputer.

We m, dified the ¢, de, f the reverse py, xy Pen {, manipu-
late the packet size and implemented the eng, ding alg, rithm.
FO r veriﬁcati0 n purp, ses, we use the client b q)wnb ad the
file fry m the server. By ¢, nfiguring the reverse py, xy Pen, we
mapped the reverse py, xy R, rt 8080 t, the HTTP server p rt
80. Hence, the reverse py) xy can f{;rward the packets {,r the
web server. At the client side, the d, wn}, ading g, ftware is the
¢, mmand line utility wget. By ¢ nfiguring wget’s parameters
of hitp_proxy and fip_proxy, we let wget ¢, wn} ad files
thy, ugh Priy, Xy, the pg) xy server used by Tjr. By using the
T ¢ nfiguratj n file and manipulatable parameters, such as
EntryNodes, ExitNodes, StrictEntryNodes, and StrictExitNodes
[13], we let the client Clbo se bO th the desired entry and exit
puters al ng the circuit. By m,difying the Tr ¢ de, the
middle rjuter can be fixed as well. Then the Tjr client will
intend {, setup circuits thy, ugh the designated exit ) nj, n r, uter
(OR3), middle jnjyn guter (OR2) and entry ,nj n g uter
(ORI) sh,wn in Figure 6.

B. Experimental Results

validate the accuracy . f the attack, we let the client
¢, wnl, ad the file 30 times. At the reverse py, Xy, we generate
a sequence , f rand, m signal jf length 100 bits. When the
target web traffic arrives at the reverse pr)xy, we vary the
read buffer and embed a signal ing, the target traffic. At the
client side, Sniffer req,rds the packet size by rem ving the
MAC (IEEE 802.11) header. Then the detection mechanism
PG Ry sed in Sectp n I1I-B is used {, reg, gnize the signal fr; m
the sequence , f packet size.

"l;) evaluate the false B sitive rate o f the attack, we let the
client wn]0 ad a file 30 times via ”l;) I. }{) wever, 1, signal is
embedded in¢, the traffic at the reverse py, xy. We refer ¢, the
traffic with ut signal as clean traffic. We then use the same
detect}, n mechanism pr) p, sed in Sectj, n III-B ¢ detect 100
rand, m signal fy; m the clean traffic and calculate the false
R, sitive rate.

Figure 7 illustrates the relatj, nship between the detectj, n
rate and the delay interval. Den, te the pr bability that jur
signal is detected as p. If the victim traffic is marked by , ur
signal m times, the pr) bability that the victim is determined
can be calculated as 1 — (1 — p)™. Frym Figure 7, we have

a few g bservaty ns: (i) The detectj, n rate increases dramat-
ically when the delay interval increases. The detectj, n rate
appr, aches  ver 90% when the delay interval is 400ms and
m = 4. (i) With increasing m, the detecty, n rate ¢, nsiderably
increases. (iii) The false p, sitive rate is less than 4% in all
cases. These results validate that the attack using packet size
can degrade the degree  f an, nymity that T)r pr) mises.
Figure 8 illustrates the relatj, nship between the detectj, n
rate and the delay interval, as well as the length ; f a signal
when m = 3. Figure 8 shyws that the detectyn rate will
decrease while the signal length increases. Frym this figure,
we kn, w that jnly tens  f packets is needed {jr ,ur packet
size based attack ¢, achieve high detectj) n rate. At the same
time, the false B sitive is very {)w. This0 bservati0 ng nfirms
that the attack is highly effective and can ¢ mpy, mise the

arp, nym us web ¢, wnl, ading via T r.

V. RELATED WORK

Traffic analysis is a ¢, mmy n means {; degrade ¢, mmuni-
catp n privacy. There are a large number  f related w)rks n
traffic analysis. We j nly review the m st related j nes because
o f the space limit.

Existing traffic analysis can largely be divided inf, tw,
categ, ries: passive traffic analysis and active watermarking
techniques. Passive traffic analysis techniques have sh, wn that
the attacks reg, rd the traffic passively and identify the simi-
larity between server’s juth) und traffic and client’s ink, und
traffic [6]. For example, Zhu et al. [7] PH Ry sed the scheme
o f using mutual inf rmatj n {jr the similarity measurement.
Levine er al. [6] investigated a cr)ss g, rrelatp n technique
fyr the similarity measurement. Other recent research have
sh, wn that the attackers can infer sensitive inf) rmatj, n fr; m
the encrypted netw rk traffic by examining patterns in terms , f
the sizesof packet and its timing [15], [17], [16]. Liberab re
and Levine [15] examined the packet sizes Of HTTP traffic
transmitted j ver persistent ¢ nnectpn jr tunneled via SSH
R, rt {, rwarding can statistically identify the web pages. Wright
et al. [17] investigated the statistical distributj,n jf packet
sizes in encrypted Vjice jver IP (Y IP) ¢ nnectjns and
identified the language sp, ken based jn the distributyn in
each % nversat'b n. Later Wy rko f Wright et al. [16] al% in-
vestigated hyy w an eavesdr, pper ¢, uld identify sp, ken phrases
in encrypted \J IP.

Active watermarking techniques intend {, embed specific
secret signal in{, the target traffic. Such techniques can reduce
the false p, sitive rate significantly if the signal is || ng en, ugh
and d,es n, t require massive training study  f traffic cy, ss
G, rrelaty) n as required in passive traffic analysis. F| r example,
Wang et al. [18] pryp,sed an active watermarking scheme
that was ¢ bust {, rand, m timing perturbatj, n. Overlier er al.
[8] studied a scheme using jne ¢ mpy, mised mix g uter ¢
identify the “hidden server” an, nymized by Tjr [1]. Murd, ch
et al. [9] investigated the timing-based watermark attack jn
Ty 1 by using , me ¢, mpy, mised ) r  uters. Kiyavash et al.
[19] pt, p, sed a multi-fiy w appg ach detecting the interval-
based timing watermarks [20], [2]. N, te that timing based
watermarks require much my re traffic than packet size based
attacks as we investigated because maintaining accurate timing
is a daunting task and requires reag, nable amy unt g f traffic
fyr statistical analysis and watermark accuracy. Yu ef al. [3]
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Fig. 7.

PL R, sed a fl; w marking scheme based  n the direct sequence
spread spectrum (DSSS) technique. Ling er al. [S] pg, g, sed
the cell ¢, unting based attack against ) r. H, wever, that attack
assumes that b, th OR3 and ORI jver the user’s circuit are
¢ nty, lled by the attacker.

VI. CONCLUSION

In this paper, we investigated a packet size based attack
degrade the an nymity service pr, vided by T r. In particular,
an attacker can manipulate the size j f data inf, Tjr in g rder
{, embed a signal in{, target traffic. An acg mplice ,f the
attacker at the client side reg, gnizes the embedded signal
using , ur devel) ped reg, very mechanism, and ¢ nfirms the
¢, mmunicatj, n relatj, nship amy ng users. Via extensive real-
Wy rld experiments o Ir, the effectiveness and feasibility
of the attack is validated. Our data clearly demy, nstrates
that equal sized cells at the applicatjyn layer can’t thwart
an attacker why expl,its the netw,rk layer packet size {,
degrade the any nymity service py, vided by Tr. Due | Ty 1’s
fundamental design, defending against this attack remains a
very challenging task that we will investigate in jur future
research.
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