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TorWard: Discovery, Blocking, and Traceback
of Malicious Traffic Over Tor

Zhen Ling, Junzhou Luo, Member, IEEE, Kui Wu, Senior Member, IEEE, Wei Yu, and Xinwen Fu

Abstract— Tor is a popular low-latency anonymous communi-
cation system. It is, however, currently abused in various ways.
Tor exit routers are frequently troubled by administrative and
legal complaints. To gain an insight into such abuse, we designed
and implemented a novel system, TorWard, for the discovery and
the systematic study of malicious traffic over Tor. The system
can avoid legal and administrative complaints, and allows the
investigation to be performed in a sensitive environment such
as a university campus. An intrusion detection system (IDS) is
used to discover and classify malicious traffic. We performed
comprehensive analysis and extensive real-world experiments to
validate the feasibility and the effectiveness of TorWard. Our
results show that around 10% Tor traffic can trigger IDS alerts.
Malicious traffic includes P2P traffic, malware traffic (e.g., botnet
traffic), denial-of-service attack traffic, spam, and others.
Around 200 known malwares have been identified. To mitigate
the abuse of Tor, we implemented a defense system, which
processes IDS alerts, tears down, and blocks suspect connections.
To facilitate forensic traceback of malicious traffic, we imple-
mented a dual-tone multi-frequency signaling-based approach to
correlate botnet traffic at Tor entry routers and that at exit
routers. We carried out theoretical analysis and extensive real-
world experiments to validate the feasibility and the effectiveness
of TorWard for discovery, blocking, and traceback of malicious
traffic.

Index Terms— Tor, malicious traffic, intrusion detection
system.
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I. INTRODUCTION

TOR IS a popular overlay network that provides
anonymous communication over the Internet for

TCP applications and helps fight against various Internet
censorship [1]. It serves hundreds of thousands of users and
carries terabyte of traffic daily. Unfortunately, Tor has been
abused in various ways. Copyrighted materials are shared
through Tor. The black markets (e.g., Silk Road [2], an
online market selling goods such as pornography, narcotics
or weapons1) can be deployed through Tor hidden service.
Attackers also run botnet Command and Control (C&C)
servers and send spam over Tor.

Attackers choose Tor because of its protection of com-
munication privacy, which is achieved in the following way.
A user uses source routing, selects a few (3 by default
while the hidden service uses a different mechanism [3])
Tor routers, and builds an anonymous route along these
Tor routers. Traffic between the user and the destination is
relayed along this route. The last hop, called exit router, acts
as a “proxy” to directly communicate with the destination.
Hence, Tor exit routers often become scapegoats and are
bombarded with Digital Millennium Copyright Act (DMCA)
notices and botnet and spam complaints. In some cases, they
are even raided by police [4]. Since Tor exit routers are
mainly hosted by volunteers, these abusing activities prevent
potential volunteers from hosting exit routers and hinder
the advancement of Tor as a large-scale privacy-enhancing
network.

Tor allows manual configuration of IP and port based
policies to block potential malicious traffic. However, traffic
over Tor has versatile ports such as P2P traffic, making manual
configuration a daunting job for common Tor router admin-
istrators. Hence, a pressing need is to investigate malicious
traffic over Tor. Our research in this paper fills this gap
and differs from the existing research efforts, which mainly
focus on traffic protocols and applications. For example,
McCoy et al. [5] reported that web traffic made up the majority
of the connections and bandwidth in 2008. Chaabane et al. [6]
conducted the analysis of the application usage over Tor
through deep packet inspection and found that BitTorrent
became the first contributor in terms of traffic volume
in 2010.

In this paper, we design and implement TorWard, which
integrates an Intrusion Detection System (IDS) at Tor exit
routers for Tor malicious traffic discovery, classification and
response. An early version of TorWard [7] can discover
and classify malicious traffic in Tor while the new TorWard

1On Oct. 2 2013, the FBI took down Silk Road.
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introduced in this paper can also block and track malicious
traffic.

First, TorWard can be deployed in a sensitive
environment such as a university campus without causing
legal and administrative complaints. It consists of
a NAT (Network Address Translation) gateway and a
Tor exit router behind the gateway. Tor traffic is routed
through the gateway to the exit router so that we can study
the outgoing traffic from Tor. The traffic leaving our exit router
is redirected into Tor again through the gateway to relieve
the university from legal liability. We understand rerouting
exit traffic into Tor incurs a burden on Tor. Nonetheless,
this is the only safe way to investigate malicious traffic over
Tor in a sensitive environment. An IDS is installed on the
NAT gateway to analyze the exit traffic before it is rerouted
into Tor. We revise the Tor source code and dynamically
maintain firewall rules to avoid interference with non-Tor
traffic. Since the use of TorWard in early 2012, we have not
received any legal and administrative warning, while a lot of
administrative complaints were received each day with a bare
exit router on campus.

Second, with TorWard, we carry out statistical analysis
of malicious traffic through Tor. A key observation is that
around 10% of Tor traffic triggers the IDS alerts. Alerts are
very diverse, raised over botnet traffic, DoS attack traffic, spam
traffic, and others. More than 200 malware are discovered from
the alerts, including 5 mobile malware, all targeting Android.
Although we did not manually filter out all false alarms given
the huge volume of traffic, we demonstrate examples of major
threats such as botnet traffic. Our goal of this paper is to
show the pressure of malicious traffic over Tor exits and
draw a baseline for future intrusion detection classification
and analysis. In addition, we derive traffic protocol and
application statistics, which is largely consistent with the study
in [5] and [6] while we now can observe traffic from mobile
devices. To the best of our knowledge, this is the first effort
to categorize malicious traffic over Tor.

Third, to mitigate the abuse of Tor, we design and imple-
ment a defense mechanism to block malicious traffic. The IDS
is configured to send alerts to a sentinel agent, which retrieves
the source IP addresses and ports of the suspicious traffic and
sends the tear-down command to the exit router through our
modified Tor control protocol. The exit router disconnects the
specific connection. We deploy the IDS with extensive rule
sets, which are updated regularly to block as much malicious
traffic as possible. Although IDS may produce false alarms,
the problem is outweighed by the benefit when more people
become willing to host Tor exit routers without concerning
administrative and legal issues.

Fourth, TorWard can be used to trace back malicious traffic
across Tor for forensic purpose. As an example that itself has
significance, we trace IRC botnet traffic, which composes the
majority of observed botnet traffic. We propose a dual-tone
multi-frequency (DTMF) signaling based approach to correlate
botnet traffic at Tor entries and that at Tor exits. We use
“phantom” IRC messages, which do not interfere with the
bot or botmaster, and pack these IRC messages into cells and
control the cell transmission frequencies at our exit router.

Fig.1.Tornetwork.T w o f r e q u e n c i e s a r e u s e d t o e m b e d s e c r e t b i n a r y s i g n a l s i n t o
a t a r g e t c i r c u i t . O n c e t h e t w o f e a t u r e f r e q u e n c i e s a r e d e t e c t e d a t o u r c o n t r o l l e d e n t r y r o u t e r s , t h e s u s p e c t b o t n e t I P a d d r e s scan b e id en tified . Ad min istrati v e a n d l e g a l p r o c e d u r e s c a n b et a k e n a g a i n s t t h e s u s p e c t I P . W e c a r r y o u t t h e o r e t i c a l a n a l y s i sa n d e x t e n s i v e e x p e r i m e n t s a n d o u r d a t a s h o w s t h a t t h e D T M Fb a s e d t r a c e b a c k i s s i m p l e , e f fi c i e n t ( n o n e e d o f i n j e c t i n g m u c ht r a f fi c ) , a n d e f f e c t i v e . T h e r e s t o f t h i s p a p e r i s o r g a n i z e d a s f o l l o w s . W e i n t r o d u c e T o r a n d r e v i e w r e l a t e d w o r k i n S e c t i o n I I . W e p r e s e n t t h es y s t e m a r c h i t e c t u r e f o r m a l i c i o u s t r a f fi c d i s c o v e r y , s y s t e ms e t u p , a n d t h e o r e t i c a l a n a l y s i s t o d e m o n s t r a t e t h e e f f e c t i v e n e s so f
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Fig. 2. Centralized botnet.

the fully decrypted data and deliver it to the remove server.
Therefore, the client data is encrypted while being transmitted
inside the Tor network. An IDS can only inspect the content of
the client data at the exit router, but not at an entry or middle
router.

B. Botnet
Botnets have become a primary platform to launch var-

ious Internet attacks, such as spam, distributed denial-of-
service (DDoS), identify theft and phishing. There are two
typical botnet structures: P2P botnet and centralized botnet.
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F i g . 4 . E x p e r i m e n t s e t u p f o r m a l i c i o u s t r a f fi c d i s c o v e r y . o t h e r T o r c l i e n t s t o s e l e c t o u r e x i t r o u t e r , o u r e x i t r o u t e r i s s e t t o a c c e p t a l l t r a f fi c a n d h a s a r e l a t i v e l y l a r g e a v e r a g e b a n d w i d t h a n d b u r s t b a n d w i d t h o f 1 6 M b p s a n d 3 2 M b p s ,r e s p e c t i v e l y . T o a v o i d a d m i n i s t r a t i v e a n d l e g a l c o m p l a i n t s , T o r W a r d r e d i -r e c t s o u t b o u n d t r a f fi c a t o u r e x i t r o u t e r i n t o t h e T o r n e t w o r k .W e d e v e l o p a n a u t o m a t i c m a n a g e m e n t t o o l t o a u t o m a t i c a l l y a d d a n d d e l e t e f o r w a r d i n g r u l e s f o r t h e fi r e w a l l . W e m o d i f y t h e c o d e o f t h e e x i t r o u t e r i n o r d e r t o s e n d t h e o u t b o u n dc o n n e c t i o n i n f o r m a t i o n ( i . e . , t h e d e s t i n a t i o n I P a d d r e s s a n d p o r t ) t o t h i s t o o l . I n p a r t i c u l a r , b e f o r e a n e x i t r o u t e r i n i t i a t e s a n o u t b o u n d c o n n e c t i o n , w e s e n d t h e c o n n e c t i o n ’ s d e s t i n a t i o n I P a d d r e s s a n d p o r t t o t h i s t o o l a n d a d d a r u l e f o r t h e c o n n e c - t i o n . W h e n t h e T o r e x i t r o u t e r c l o s e s t h e o u t b o u n d c o n n e c t i o n ,t h e t o o l i s i n f o r m e d t o r e m o v e t h e c o r r e s p o n d i n g r u l e f r o m t h e fi r e w a l l . T h e T o r c l i e n t i s c o n fi g u r e d t o a c t a s a t r a n s p a r e n t p r o x y [ 2 3 ] a n d l i s t e n s o n p o r t 9 0 4 0 . T h e r u l e s a d d e d b y o u rt o o l a c t u a l l y r e d i r e c t c o r r e s p o n d i n g o u t b o u n d T o r c o n n e c t i o n s t o t h i s p r o x y p o r t . T h i s p r o c e d u r e i s c o m p l e t e l y t r a n s p a r e n t t o t h e T o r e x i t r o u t e r . T o i m p r o v e t h e p e r f o r m a n c e , w e m o d i f y t h e c l i e n t c o d e t o e s t a b l i s h a t w o - h o p c i r c u i t a n d r e l a y t h e o u t b o u n d T o r t r a f fi c i n t o t h e T o r n e t w o r k . I n t h i s w a y , t h eremoterealTorclientsactuallyusefive-hopcircuits.B . S y s t e m S e t u p Figure4showsthesystemsetupofTorWard. W e u s e o n e c o m p u t e r w i t h t w o n e t w o r k i n t e r f a c e s a s a g a t e w a y c o n -n e c t e d t o o u r p r i v a t e n e t w o r k o n c a m p u s . A n o t h e r c o m p u t e r c o n n e c t s t o t h e g a t e w a y a s a T o r e x i t r o u t e r . A fi r e w a l l , a n I D S , a n d a t r a n s p a r e n t p r o x y a r e h o s t e d a t a N A T g a t e w a ymachine.Webuiltaprivatenetworkandsetupafirewallo n t h e g a t e w a y , w h i c h c o n n e c t s t h e p r i v a t e n e t w o r k t o t h e c a m p u s n e t w o r k . T h e p r i v a t e n e t w o r k i n c l u d e s a c o m p u t e r t h a t w o r k s a s a T o r e x i t r o u t e r . B o t h c o m p u t e r s u s e F e d o r a C o r e 1 5 0 A s s t a t e d i n S e c t i o n I I I - A , w e e n a b l e N A T a n d p o r tf o r w a r d i n g a t t h e fi r e w a l l t h r o u g h i p t a b l e s o n t h e g a t e w a y . A T o r c l i e n t i s i n s t a l l e d a t t h e g a t e w a y a n d i s c o n fi g u r e d a s a t r a n s p a r e n t p r o x y . O u r a u t o m a t i c fi r e w a l l r u l e m a n a g e m e n tt o o l i s d e p l o y e d o n t h e g a t e w a y a n d d y n a m i c a l l y m a i n t a i n s fi r e w a l l r u l e s t o r e d i r e c t o u t b o u n d T o r t r a f fi c f r o m t h e e x i t r o u t e r t o t h e t r a n s p a r e n t p r o x y . T h e c o d e o f T o r e x i t r o u t e r i sm o d i fi e d t o s e n d t h e c o n n e c t i o n i n f o r m a t i o n t o t h e a u t o m a t i c fi r e w a l l r u l e m a n a g e m e n t t o o l . A n I D S , S u r i c a t a [ 2 4 ] , i s d e p l o y e d o n t h e g a t e w a y . N o t i c e t h a t a n y I D S c a n b e u s e d a s t h e I D S c o m p o n e n t i n T o r W a r d . S i n c e S u r i c a t a i s o n e o f t h e w e l l - k n o w n o p e n s o u r c e I D S s , w e u s e S u r i c a t a a s a ne x a m p l e t o d e m o n s t r a t e h o w T o r W a r d w o r k s . T h e I D S d e t e c t s t h e d e s t i n a t i o n o f o u t b o u n d t r a f fi c f r o m t h e T o r e x i t r o u t e r a n d u s e s s i g n a t u r e - b a s e d r u l e s t o d e t e c t p o t e n t i a l m a l i c i o u s t r a f fi c .
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data [29], we can calculate the probability Pn(b) based on
the number of circuits n. We set up the bandwidth of our
exit router as 16Mb/s, while the theoretical maximum aver-
age bandwidth is 80Mb/s. Figure 5 illustrates the relation
between Pn(b) and the number of circuits. It can be observed
that the probability Pn(16) approaches 100% when a malicious
Tor client creates around 260 circuits, while the probability
Pn(80) approaches 100% at the Tor exit router with bandwidth
80Mb/s after creating around 45 circuits. Consequently, if we
have more bandwidth, we can collect malicious traffic more
efficiently.

Now we discuss how long it takes to observe all m types
of malicious traffic in Tor. Assume when n = k, Pn=k(b)
approaches 100%. Therefore, the average time T needed for
observing all m types of malicious traffic can be estimated as
follows

T = max{E(T 1
k ), . . . , E(T i

k ), . . . , E(T m
k )}, (3)

where E(T i
k ) is the average time for creating k circuits by the

i th type of malicious traffic.
Assume the process of creating circuits by malicious traffic

is a poisson process in the Tor network. λi is the average rate
of the i th type of malicious traffic creating circuits. Denote
T i

1 as the time required to create the first circuit and T i
j as

the time required creating the j th circuit after the ( j − 1)th is
created. Therefore the time needed for creating k circuits by
the i th type of malicious traffic is

T i
k = T i

1 + · · · + T i
k . (4)

The properties of the Poisson process tell us T i
1 , . . . , T i

k are
independently and identically distributed and E(T i

j ) = 1/λi .
Therefore, we can have

E(T i
k ) = k/λi . (5)

Then the average time T needed for observing all m types
of traffic is the largest E(T i

k ) required for observing different
types of malicious traffic,

T = max{ k

λ1
,

k

λ2
, . . . ,

k

λm
}. (6)

We need to profile malicious traffic in the Tor network in order
to obtain T . However Equation (6) tells us that the average
time of observing malicious traffic is inversely proportional
to its circuit creation rate. Different types of malicious traffic
will be observed at a Tor exit router given enough time if the
malicious traffic is active.

IV. STATISTICAL ANALYSIS OF MALICIOUS

TRAFFIC OVER Tor

In this section, we first show the statistics of traffic protocols
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TABLE III

CLASSIFICATION OF ALERTS (DATASET 1)

TABLEIV CL A S S I F I C A T I O N O F A

L E R T S ( D ATASET2 )

m a l w a r e o n t h e m o b i l e d e v i c e m a y n o w r o u t e t h e i r t r a f fi c
t h r o u g h T o r .

B.AlertClassification

TorWarda l l o w s u s t o m o n i t o r o u t b o u n d T o r t r a f fi c f r o m o u r
e x i t r o u t e r b y u s i n g S u r i c a t a [ 2 4 ] , a w e l l k n o w n I D S . T o s t u d y
maliciousactivities,weappliedtwodistinctIDSrulesets,
E T O p e n a n d E T P r o , t o t h e t w o d a t a s e t s a n d a u t o m a t i c a l l y
u p d a t e d t h e r u l e s e t p e r i o d i c a l l y . I n t h e f o l l o w i n g , w e i n t r o d u c e
v a r i o u s c l a s s e s o f r a i s e d a l e r t s s h o w n i n T a b l e s I I I a n d I V .

Unclassified a l e r t s a r e m a i n l y m a d e u p o f R u s s i a n B u s i n e s s
Network(RBN)andMalvertiser.RBNisknownforhosting
i l l e g a l c o n t e n t s , s u c h a s c h i l d p o r n o g r a p h y , p h i s h i n g , s p a m ,
a n d m a l w a r e [ 3 4 ] .

P o l i c y - v i o l a t i o na l e r t s c o n s i s t o f P 2 P a l e r t s , o n l i n e g a m e s
( e . g . , B a t t l e . n e t ) a l e r t s , v a r i o u s c h a t a l e r t s , a n d o t h e r s .
W e f o u n d t h a t a r o u n d 9 9 % o f a l e r t s i n t h i s c a t e g o r y a r e
a c t u a l l y g e n e r a t e d b y P 2 P t r a f fi c .

Misc-attack a l e r t s a r e g e n e r a t e d f o r b l a c k l i s t e d h o s t s . T h e
I D S r u l e s c o n t a i n I P a d d r e s s e s o f h o s t s o r n e t b l o c k s , w h i c h a r e
k n o w n t o b e b o t s , p h i s h i n g s i t e s , p r o f e s s i o n a l s p a m m e r s , a n d
s o o n . T h e b l a c k l i s t i s o b t a i n e d f r o m v a r i o u s s o u r c e s , i n c l u d -
i n g D s h i e l d [ 3 5 ] , S p a m h a u s [ 3 6 ] , B r u t e F o r c e B l o c k e r [ 3 7 ] ,
O p e n B L . o r g [ 3 8 ] , C . I . A r m y [ 3 9 ] , a n d t h e E m e r g i n g T h r e a t s
S a n d n e t a n d S i d R e p o r t e r p r o j e c t [ 2 5 ] .

A l e r t s f o r trojan-activity a r e f o r v a r i o u s d e t e c t e d
m a l w a r e s . W e o b s e r v e d a l e r t s f o r t h e N g r b o t c h a n n e l ,
I R C c h a n n e l o n a n o n - s t a n d a r d p o r t , Z e u s , v a r i o u s
potentialIRCbotusernames,Ruskill/Palevodownload
c o m m a n d s , i e b a r s p y w a r e , h o t b a r s p y w a r e , s i m b a r s p y w a r e ,
Z a n g o S e e k m o b a r s p y w a r e , f u n w e b p r o d u c t s s p y w a r e ,
A s k S e a r c h t o o l b a r s p y w a r e , C y c b o t / B i f r o s e / K r y p t i c t r a f fi c ,
V o b f u s / C h a n g e u p / C h i n k y d o w n l o a d c o m m a n d s , k n o w n
h o s t i l e d o m a i n i l o . b r e n z . p l l o o k u p , D N S q u e r i e s f o r
. s u ( S o v i e t U n i o n ) t h a t i s c o n s i d e r e d a s r e l a t e d t o M a l w a r e ,
a n d m a n y o t h e r s . W e c a t e g o r i z e d t h e s e m a l w a r e s i n t o s e v e r a l
g r o u p s i n T a b l e V . D u e t o t h e s p a c e l i m i t , w e d o n o t l i s t
t h e f u l l t a b l e o f t h e c l a s s i fi c a t i o n , w h i c h i s a v a i l a b l e u p o n
r e q u e s t . B e c a u s e T o r c l i e n t s a r e n o w a v a i l a b l e f o r m o b i l e
d e v i c e s , w e d i s c o v e r e d s e v e r a l w e l l - k n o w n A n d r o i d m a l w a r e s
a s w e l l .

Misc-activityc o m p r i s e s v a r i o u s I R C c o m m a n d s , p a c k e d
e x e c u t a b l e d o w n l o a d s , . c n a n d . r u m a l w a r e r e l a t e d d o m a i n s ,. d y n d n s . o r g D N S l o o k u p , a n d p o t e n t i a l p o r t s c a n b e h a v i o r o n

r e m o t e p o r t 1 3 5 , 1 3 9 , 4 4 5 , a n d 1 4 3 3 5
B a d - u n k n o w n c o n s i s t s o f d i v e r s e D N S q u e r i e s a n d H T T P

r e q u e s t s f o r s u s p i c i o u s d o m a i n s , s u c h a s . c o . c c , . t k , . o r g . p l ,
. c z . c c , . c o . t v , . x e . c x , a n d o t h e r s . T h e s e s u s p i c i o u s d o m a i n s
c a n b e u s e d b y C & C s e r v e r s . W e a l s o fi n d a l e r t s f r o m H T T P
r e d i r e c t i o n t o S u t r a T D S ( T r a f fi c D i r e c t i o n S y s t e m ) t h a t m i g h t
f o r c e a c l i e n t t o d o w n l o a d m a l w a r e .

S h e l l c o d e - d e t e c t a l e r t s i n d i c a t e t h a t t h e c o n t e n t o f t h e t r a f fi c
c o n t a i n s v a r i o u s n o o p e r a t i o n ( N O O P ) s t r i n g s . T h e a t t a c k e r
c a n s e n d l o n g s t r i n g s o f N O O P s t o o v e r fl o w t h e b u f f e r a n d
g a i n r o o t a c c e s s t o a n x 8 6 L i n u x s y s t e m . W e a l s o fi n d h e a p
s p r a y s t r i n g r e l a t e d a l e r t s .

Not-suspiciousa l e r t s a r e f o r I P a d d r e s s e s b l a c k l i s t e d b y
A b u s e a t . o r g , R o b t e x . c o m a n d S o r b s . n e t f o r s p a m e m a i l s .
B e c a u s e T o r e x i t r o u t e r s m a y r e l a y s p a m e m a i l s , t h e i r
I P a d d r e s s e s a r e a l s o b l a c k l i s t e d a n d r e c o m m e n d e d f o r
b l o c k i n g b y t h o s e w e b s i t e s 5

A t t e m p t e d - r e c o n a l e r t s i n c l u d e t h e p o t e n t i a l S S H p o r t s c a n s .
T h e a l e r t s s u g g e s t t h a t s o m e T o r c l i e n t s p r o b a b l y a t t e m p t t o
scantheSSHport.Also,wefindtheactivitiesofretrieving
t h e e x t e r n a l I P a d d r e s s e s o f t h e T o r e x i t r o u t e r f r o m w e b
s i t e s s u c h a s s h o w i p . n e t , m y i p . d n s o m a t i c . c o m , c m y i p . c o m ,
i p c h i c k e n . c o m , w h a t i s m y i p . c o m , s h o w m y i p . c o m , a n d o t h e r s .
B e c a u s e a n u m b e r o f m a l w a r e s t r y t o g e t t h e e x t e r n a l
I P a d d r e s s o n c e t h e v i c t i m h o s t i s i n f e c t e d , t h e i n q u i r y t r a f fi c
m i g h t b e r e r o u t e d i n t o t h e T o r n e t w o r k a n d r e l a y e d b y o u r
e x i t T o r r o u t e r .

A l e r t s f o r a ttemp ted -a d mini n c l u d e t h o s e f o r a t y p e o f
b u f f e r o v e r fl o w v u l n e r a b i l i t y c a u s e d b y a b o u n d a r y e r r o r i n
t h e G I F i m a g e p r o c e s s i n g o f N e t s c a p e e x t e n s i o n 2 . W e a l s o
d i s c o v e r e d h t t p p o s t r e q u e s t s w i t h n e g a t i v e c o n t e n t l e n g t h
t h a t c a n c a u s e b u f f e r o v e r fl o w a t a w e b s e r v e r . M i c r o s o f t
D i r e c t S h o w A V I fi l e b u f f e r o v e r fl o w a l e r t s w e r e f o u n d . T h i s
v u l n e r a b i l i t y a l l o w s a r e m o t e a t t a c k e r t o e x e c u t e m a l i c i o u s
c o d e a t a T o r c l i e n t .

W e b - a p p l i c a t i o n - a t t a c ka l e r t s a r e f o r t w o t y p e s o f a t t a c k s :
a t t a c k s f r o m t h e c l i e n t s i d e a n d a t t a c k s f r o m t h e s e r v e r s i d e .
W e o b s e r v e d t h a t t h e a l e r t s w e r e f r o m t h e c l i e n t s i d e , i n c l u d i n g
SQLinjectionattacksbyusingtheHavijSQLinjectiontool.
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TABLE V

MALWARE DISCOVERED THROUGH ALERTS
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TABLE VI

INCOMING TRAFFIC STATISTICS (DATASET 2)

TABLEVIIOU T G O I N G TR A F F I C STATISTICS( D ATASET2 )
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Fig.13.WorkflowoftheDTMFsignalingbasedapproach.a n a p p r o a c h a n d t a k e t h e I R C b o t n e t t r a f fi c a s a n e x a m p l e t o
s h o w h o w t o d i s c o v e r t h e r e m o t e b o t n e t h o s t s .

B . D u a l - T o n e M u l t i - F r e q u e n c y S i g n a l i n g B a s e d T r a c e b a c k

T h e g o a l o f t r a c e b a c k i s t o c o r r e l a t e b o t n e t t r a f fi c a t a n
e x i t r o u t e r a n d t h a t a t a n e n t r y r o u t e r a c r o s s T o r . F o r t h i s
p u r p o s e , w e a d o p t t h e d u a l - t o n e m u l t i - f r e q u e n c y ( D T M F )s i g n a l i n g a p p r o a c h [ 4 9 ] , w h i c h h a s b e e n u s e d f o r t e l e c o m -

m u n i c a t i o n s i g n a l i n g o v e r a n a l o g t e l e p h o n e l i n e s i n t h e v o i c e -
f r e q u e n c y b a n d b e t w e e n t e l e p h o n e h a n d s e t s , o t h e r c o m m u n i -
c a t i o n s d e v i c e s a n d t h e s w i t c h i n g c e n t e r . I n D T M F , t o s e n d
a s i n g l e k e y s u c h a s “ 9 ” , w e s e l e c t a l o w f r e q u e n c y a n d
a h i g h f r e q u e n c y , a n d s e n d a s i n u s o i d a l t o n e o f t h e t w o
f r e q u e n c i e s . T h e t o n e i s d e c o d e d b y t h e s w i t c h i n g c e n t e r t o
d e t e r m i n e t h e k e y t h a t w a s t r a n s m i t t e d . T h e o r i g i n a l D T M F
a d o p t s 8 f r e q u e n c i e s t o r e p r e s e n t 4 ×4

=1 6 k e y s . I n s p i r e d
b y D T M F , w e d e s i g n a D T M F s i g n a l i n g b a s e d a p p r o a c h t o
t r a c i n g t h e b o t m a s t e r o r b o t s o v e r T o r . I n t h e f o l l o w i n g , w e
w i l l i n t r o d u c e t h e b a s i c i d e a a n d t h e w o r k fl o w , a n d d i s c u s s
t h e c r i t i c a l i s s u e s o f u s i n g D T M F f o r t r a f fi c t r a c e b a c k .

1 ) B a s i c I d e a : R e c a l l t h a t i n t h e c y b e r a t t a c k s c e n a r i o
s h o w n i n F i g u r e 1 1 , t h e e x i t r o u t e r d i s c o v e r s b o t n e t t r a f fi c
fromasuspectcircuit.Wewanttofindtheoffendingentity
t h a t g e n e r a t e s t h e b o t t r a f fi c a t t h e o t h e r s i d e o f T o r , w h i c h
c a n b e a r e d i r e c t i o n s e r v e r o r b o t m a s t e r . O u r g o a l i s t o fi n d
t h e b o t n e t I P a d d r e s s t h r o u g h o u r s i g n a l i n g a p p r o a c h . A s s u m e
t h a t w e c o n t r o l a s m a l l p e r c e n t a g e o f e x i t a n d e n t r y o n i o n
r o u t e r s b y d o n a t i n g c o m p u t e r s t o T o r . B e c a u s e T o r i s o p e r a t e d
inavoluntarymanner,thisassumptionisvalidinpracticeand
h a s b e e n w i d e l y u s e d [ 1 5 ] , [ 5 0 ] – [ 5 2 ] . N o t i c e t h a t t h e t r a c e b a c k
helpsthelawenforcementpossessthecapabilityofidentifying
t h e m a l i c i o u s s o u r c e i n c a s e o f s e v e r e c r i m e a c t i v t i e s s u c h a s
c h i l d p o r n o g r a p h y d o w n l o a d i n g o b s e r v e d a t a n e x i t r o u t e r .

T h e b a s i c i d e a o f t r a c i n g b o t n e t t r a f fi c i s t h a t a t t h e
c o n t r o l l e d e x i t r o u t e r , w e fi r s t i n j e c t e x t r a c e l l s a t a l t e r n a t i n g
f r e q u e n c i e s t h a t r e p r e s e n t s a s i g n a l i n t o t h e s u s p e c t c i r c u i t
a n d t h e n a t t e m p t t o c o n fi r m t h e s i g n a l a t o u r c o n t r o l l e d e n t r y
r o u t e r s . I f o n e e n t r y d e t e c t s t h e s i g n a l , t h i s e n t r y w i l l b e u s e d
t o i d e n t i f y t h e I P a d d r e s s e s o f b o t n e t h o s t s , w h i c h a c t u a l l y
c r e a t t h e s u s p e c t c i r c u i t . O u r D T M F s i g n a l i n g u s e s t w o d i f -
f e r e n t f r e q u e n c i e s t o r e p r e s e n t b i t 0 a n d b i t 1 , r e s p e c t i v e l y .
A s i g n a l i s a s e q u e n c e o f b i n a r y b i t s .2 ) W o r k fl o w o f D T M F S i g n a l i n g :Figure13illustratesthe w o r k fl o w o f t h e D T M F s i g n a l i n g m e t h o d . W e n o w i n t r o d u c ei n d i v i d u a l s t e p s i n d e t a i l .S t e p 1 ( D e t e c t i n g S u s p e c t C i r c u i t ) :Withthehelpofan I D S , t h e e x i t r o u t e r c a n fi n d t h e s u s p e c t c o n n e c t i o n a n dc o r r e s p o n d i n g c i r c u i t , w h i c h t r a n s m i t s t h e I R C b o t t r a f fi c . T h eI P a d d r e s s a n d p o r t a r eo b t a i n e d a c c o r d i n g l y .

S t e p 2 ( M o d u l a t i n g T r a f fi c ) :O n c e a s u s p e c t c i r c u i t i sd e t e c t e d , w e c a n i n j e c t a r t i fi c ia l c e l l s i n t o t h e c i r c u i t a n ds t a r t t h e t r a c e b a c k p r o c e d u r e . F o r a n I R C c h a n n e l , m e s s a g e si n t h e i n j e c t e d c e l l s s h o u l d n o t b e d i s p l a y e d . A n e m p t yI R CP R I V M S Gm e s s a g e w o r k s f o r t h i s p u r p o s e . T w o d i s -tinctfrequenciesfortransmittingcells,denotedas f e a t u r ef re q u e n c i e s, a r e s e l e c t e d t o r e p r e s e n t 0 a n d 1 , r e s p e c t i v e l y ,a n d m o d u l a t e a s i g n a l i n t o t h e i n j e c t e d t r a f fi c . F o r e x a m p l e ,t o e n c o d e a b i t 0 , w e s e n d c e l l s w i t h a n i n t e r va l t i m e o f5 0 0m s( i . e . , a f e a t u r e f r e q u e n c y o f 2 H z ) ; t o e n c o d e b i t 1 , w esendcellswithanintervaltimeof333 .3 3m s( i . e . , a f e a t u r ef r e q u e n c y o f 3 H z ) . E a c h b i t c a n l a s t f o r a l o n g e r i n t e r v a l , s u c ha s 2 s e c o n d s , d e n o t e d a sb i t i n t e r v a l.S t e p 3 ( C o l l e c t i n g a n d P r e - P r o c e s s i n g D a t a ) : A t o u r c o n -t r o l l e d e n t r y r o u t e r s , w e r e c or d c e l l s f o r e a c h c i r c u i t i n o r d e rt o d e r i v e t h e f e a t u r e f r e q u e n c y e m b e d d e d i n c e l l s a n d r e c o v e ra s i g n a l . A t r a f fi c v o l u m e t i m e s e r i e s i s d e r i v e d b y c o u n t i n gth e n u mb er o f cells in a samp lin g in tervalTs, c o r r e s p o n d i n gtothesamplingfrequency F s =1 /T s . W e d e n o t e t h e t i m es e r i e s a sX(F 0 ,F 1 ,F s )= {x 1 , . . . ,x N }, ( 7 )w h e r eF 0 a n dF 1 a r e t h e t w o f e a t u r e f r e q u e n c i e s t o r e p r e s e n tb i t s 0 a n d 1 ,Ni s t h e s a m p l e s i z e , a n dx i i s t h e n u m b e r o fcellsinthe i t h samplinginterval. S a m p l i n g f r e q u e n c yF s h a s t o b e c a r e f u l l y s e l e c t e d t or e c o v e r a n e m b e d d e d f e a t u r e f r e q u e n c y . W e e x p e c t t h a tt h e f e a t u r e f r e q u e n c y s h o u l d s h o w a s t r o n g a m p l i t u d e t h a nn o i s e a r o u n d t h e e x p e c t e d f e a t u r e f r e q u e n c y i n t h e f r e -q u e n c y d o m a i n . I n o r d e r t o r e c o v e r t h e f e a t u r e f r e q u e n c yF I (Iis0or1),samplingfrequency F s ( c o r r e s p o n d i n g t o t h esamplinginterval T s ) m u s t b e c a r e f u l l y c h o s e n . A c c o r d i n g t oN y q u i s t s a m p l i n g t h e o r y , w e h a v e

F s ≥2F I .
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Fig. 14. Sampling cells in noise-free environment.

C. Issues of DTMF for Traceback

Several critical issues listed as follows should be addressed
when using DTMF for traceback.

• We modulate a signal bit into cells by sending cells at a
specific feature frequency. When the cells pass through
Tor, how does network dynamics affect cell timing? If the
cell timing is changed, the feature frequency could be
distorted.

• In our traceback strategy, feature frequencies will be
identified in the frequency domain. Recall that we may
have to monitor multiple circuits and identify the circuit
that carries the feature frequencies. What is the rule for
deciding whether a feature frequency exists given that the
network dynamics may have distorted cell timings along
the circuit?

• How do we choose feature frequencies? Are those fre-
quencies are arbitrarily selected?

We will answer these questions in the next section.

VI. ANALYSIS

In this section, we address the issues of using the DTMF
based approach to trace botnet traffic: (i) the impact of noise,
(ii) the decision rule for recognizing a signal bit, and (iii) the
selection of feature frequencies. Also, we will investigate
two performance metrics: detection rate and false positive rate.

A. Interference of Noise

When injected cells into a suspect circuit pass through Tor,
the cells can be interfered with in various ways. Figure 14
illustrates the case in a noise-free environment. Two consec-
utive cells are observed in the correct sampling interval Ts .
By using the Fourier transform, we can derive the correct
feature frequency. Nonetheless, the Tor router may be con-
gested and the Internet may also delay the cells (wrapped
in network packets) randomly, the inter-arrival times of the
cells will be disturbed. The feature frequency will be affected
accordingly.

To better understand the impact of noise on feature frequen-
cies, we study the following two cases:

Case 1 (Cell Shifting): Denote the time instants when cells
arrive at OR1 as {T1, . . . , Tm}, where m is the total number
of cells. Denote Tα as the one-way trip delay between OR3
and OR2, and Tβ as the one-way trip delay between OR2 and
OR1. Denote the processing time of data at OR2 as Tη. Hence,
the relationship between Ti and Ti+1 can be represented by,

Ti+1 = Ti + TI + Tα + Tβ + Tη, (9)

where 1 ≤ i < m and TI is the interval time for sending
cells at a feature frequency. Because the delay introduced

Fig. 15. Shifted cells in noisy environment.
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where TI is the periodical time for transmitting cells, FI is the
a feature frequency, eik2π FI t = cos(2πk FI t) + i sin(2πk FI t)
and ck is the kth coefficient. Note that without noise, in the
frequency domain, only frequency components at k FI have
no-zero amplitude. That is, the power Ps of the signal can be
written as follows,

Ps =
∞∑

k=−∞
|ck |2, (13)

where |ck |2 corresponds to the power of the corresponding
frequency component.

Nonetheless, network dynamics may distort feature frequen-
cies along the circuit, and noise is added into the power
spectrum of the traffic volume function f ′(t),

f ′(t) = f (t) + ζ, (14)

where f (t) is the traffic volume function that we introduce
at the entry router. We assume that ζ is Gaussian white
noise (WGN) with distribution N(0, σ 2).

According to Parseval’s theorem, we can derive the
power P ′

s corresponding to f ′(t),

P ′
s = 1

2�

∫ �

−�
( f (t) + ζ )2 dt, (15)

and the expectation of the signal power is derived by,

E(P ′
s ) = E

(
1

2�

∫ �

−�
( f (t) + ζ )2 dt

)
(16)

= 1

2�
E

(∫ �

−�f(t) E)2)dt/
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Fig.57cExperimentsetupfortraceback.V I I c E X P E R I M E N T A L E VALUATION

O F TR A C E B A C K AP P R O A C H W e h a v e i m p l e m e n t e d t h e d u a l - t o n e m u l t i - f r e q u e n c y

s i g n a l i n g b a s e d t r a c e b a c k a p p r o a c h . E x t e n s i v e r e a l - w o r l d

e x p e r i m e n t s w e r e c o n d u c t e d t o d e m o n s t r a t e t h e f e a s i b i l i t y a n d

e f f e c t i v e n e s s o f o u r a p p r o a c h .

F i g u r e 1 7 s h o w s t h e e x p e r i m e n t a l s e t u p t o e v a l u a t e t h e

D T M F b a s e d t r a c e b a c k . W e u s e P l a n e t L a b [ 5 3 ] t o d e p l o y a n

e n t r y r o u t e r i n H o n g K o n g . T h e e x i t r o u t e r i s d e p l o y e d i n U S A ,

w h i l e t h e T o r c l i e n t a n d I R C s e r v e r a r e i n C a n a d a . T h e v e r s i o n

o f T o r i n o u r e x p e r i m e n t s i s 0 . 2 . 2 . 3 5 9 m I R C [ 5 4 ] i s u s e d a s t h e

I R C c l i e n t o f t h e b o t m a s t e r a n d U n r e a l I R C d [ 4 6 ] e m u l a t e s t h e

IRCC&Cserver.Byconfiguringtheproxysettingofm I R C ,

w e l e t m I R C c o m m u n i c a t e w i t h t h e I R C s e r v e r t h r o u g h t h e

T o r n e t w o r k . U s i n g t h e c o n fi g u r a t i o n fi l e a n d m a n i p u l a t a b l e

p a r a m e t e r s , s u c h a s

E n t r y N o d e s ,ExitNods,S t r i c t E n t r y N o d e s ,

a n d S t r i c t E x i t N o d e s [ 5 5 ] , w e c a n c o n t r o l t h e c l i e n t t o c h o o s e

b o t h t h e e n t r y a n d e x i t r o u t e r a l o n g t h e c i r c u i t t o c a r r y o u t

o u r e x p e r i m e n t s .

T o e v a l u a t e t h e d u e l - t o n e m u l t i - f r e q u e n c y s i g n a l i n g b a s e d

t r a c e b a c k a p p r o a c h , w e l e t t h e I R C c l i e n t c o m m u n i c a t e w i t h

t h e e m u l a t e d C & C s e r v e r 3 0 t i m e s o v e r T o r . A t t h e T o r e x i t

r o u t e r , w e c h o o s e t w o f r e q u e n c i e s a n d c o n t r o l t r a n s m i s s i o n

f r e q u e n c y o f T o r c e l l s i n o r d e r t o e m b e d o u r s i g n a l i n t h e

t a r g e t t r a f fi c . A t t h e e n t r y o n i o n r o u t e r , t h e c e l l s a r r i v i n g a t

t h e c i r c u i t q u e u e a r e r e c o r d e d i n a l o g fi l e a n d t h e s i g n a l

d e t e c t i o n a p p r o a c h i s a p p l i e d t o e x t r a c t t h e f e a t u r e f r e q u e n c y

torecoverasignal.

Whenweevaluatethefalsepositiverate,theIRCclient

c o m m u n i c a t e s w i t h t h e e m u l a t e d C & C 3 0 t i m e s t h r o u g h T o r

a g a i n . N o n e t h e l e s s , n o s i g n a l i s e m b e d d e d i n t o t h e t r a f fi c a t t h e

e x i t o n i o n r o u t e r . D e n o t e t h e t r a f fi c w i t h o u t e m b e d d e d s i g n a l

a s t h e c l e a n t r a f fi c . W e a p p l y t h e d e t e c t i o n a p p r o a c h t o t h e

c l e a n t r a f fi c c o l l e c t e d a t t h e e n t r y o n i o n r o u t e r . B y c h e c k i n g

w h e t h e r a g i v e n s i g n a l i s d e t e c t e d i n t h e c l e a n t r a f fi c , w e o b t a i n

thefalsepositiverate.

F i g u r e 1 8 s h o w s t h e r e l a t i o n s h i p b e t w e e n f r e q u e n c y a n d

a m p l i t u d e i n t h e f r e q u e n c y d o m a i n . I n t h i s s e t o f e x p e r i m e n t s ,

t h e s i g n a l i s 4 - b i t s “ 1 0 1 0 ” . W e a d o p t f r e q u e n c y 3 H z a n d 2 H z ,

o r f r e q u e n c y 3 H z a n d 4 H z t o e n c o d e b i t “ 1 ” a n d b i t “ 0 ” ,

r e s p e c t i v e l y . T o e x t r a c t t h e s e f r e q u e n c i e s , w e u s e t h e s a m p l i n g

f r e q u e n c y o f 1 2 H z . I n t h e u p p e r r o w o f F i g u r e 1 8 , f r e q u e n c y

3 H z i s u s e d f o r e n c o d i n g b i t “ 1 ” , w h i l e f r e q u e n c y 2 H z f o r

b i t “ 0 ” . W e c a n c l e a r l y o b s e r v e t h e h i g h a m p l i t u d e s a t t h e s e

f e a t u r e f r e q u e n c i e s t o d e c o d e t h e s p e c i fi c s i g n a l b i t “ 1 0 1 0 ” .

I n t h e s e c o n d r o w o f F i g u r e 1 8 , f r e q u e n c y 3 H z i s u s e d f o r

e n c o d i n g b i t “ 1 ” a n d f r e q u e n c y 4 H z f o r b i t “ 0 ” , r e s p e c t i v e l y .
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method with different signal lengths, i.e., 16 bits and 18 bits.
We observe that when the interval of signal bits increases, the
detection rate slightly increases. This observation also matches
our analysis in Section VI.

VIII. CONCLUSION

In this paper, we presented a novel system, TorWard, for
discovery, classification, and response of malicious traffic
over Tor. In particular, TorWard inspects the passing traffic
through an IDS at a Tor exit router while avoiding admin-
istrative and legal troubles by redirecting the traffic into
Tor. We analyzed the data collected over a long period and
discovered that a large amount of malicious traffic, including
various P2P, botnet, spam, and other malware traffic, was
carried over Tor. Among the 3, 624, 700 alerts recorded in one
of our datasets, 78.03% of them are caused by P2P traffic,
while 8.99% are related to malwares. To block malicious
traffic at an exit router, we deployed IDS to forward alerts
to a sentinel agent of TorWard, which can dynamically disrupt
malicious traffic through our Tor control protocol. To facil-
itate forensic analysis, we designed an effective duel-tone
multi-frequency (DTMF) signaling based approach to tracing
malicious traffic across Tor. As an example that itself has
significant practical meaning, we successfully traced the botnet
traffic over Tor. The effectiveness and feasibility of TorWard
were validated through a combination of extensive theoretical
analysis and real-world experiments.
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