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Security Vulnerabilities of Internet of Things:
A Case Study of the Smart Plug System

Zhen Ling, Junzhou Luo, Yiling Xu, Chao Gao, Kui Wu, Senior Member, IEEE, and Xinwen Fu

Abstractthat some popular smart home plugs have severe security vul-nerabilities which could be �xed but unfortunately are left open.In this paper, we case study a smart plug system of a knownbrand by exploiting its communication protocols and successfullylaunching four attacks: 1) device scanning attack; 2) brute forceattack; 3) spoo�ng attack; and 4) �rmware attack. Our real-worldexperimental results show that we can obtain the authenticationcredentials from the users by performing these attacks. We alsopresent guidelines for securing smart plugs.

Index Terms—Attacks, countermeasures, Internet of Things
(IoT), vulnerabilities.

I. INTRODUCTION

THE EMERGENCE of Internet of Things (IoT) provides
the capabilities of connecting smart devices, small actua-

tors, and people anywhere and anytime to the Internet. Gartner
forecasts that the number of IoT grows 31% from 6.4 billion
in 2016 to 8.4 billion in 2017, and will reach 20.4 billion
by 2020 [1]. Smart plugs, as one type of fast emerging IoT
devices, are gaining increasing popularity in home automa-
tion, with which users can remotely monitor and control their
homes. Fig. 1 shows an example smart plug, i.e., Edimax
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SP-2101W, and the iPad that is installed with the control appli-
cation, i.e., EdiPlug. Various applications can be implemented
over such a system. For instance, in winter time users can turn
on the heater with a smartphone in advance to warm up their
homes before they return home. They can also rely on smart
plugs with the energy management function to accurately mon-
itor the energy consumption. Medical equipment may also be
connected to smart plugs for smart health. Due to the tremen-
dous benefit, smart plugs have been deployed worldwide in
millions of homes.

Security concerns come along with the popularity of smart
plugs. Compromised smart plugs would lead to both security
and privacy breach of home users. If smart plugs are used in
commercial or industrial buildings for demand response [2],
the consequences of smart plugs being compromised and con-
trolled by attackers could be disastrous. A disrupted medical
equipment connected to smart plugs may threaten a patient’s
life. In recent years, the security concerns of smart plugs
have received substantial consideration in both industry and
academic communities [3], [4].

Despite the importance and broad concern of security prob-
lems in smart plugs, we found their vulnerabilities are still
prominently exposed. As an evidence, we in this paper case
study the security problems of a typical smart plug system, i.e.,
Edimax SP-2101W. With reverse engineering, we disclose its
entire communication protocols and identify its vulnerabili-
ties that could open the door to different attacks. We propose
four attacks: 1) device scanning attack; 2) brute force attack;
3) spoofing attack; and 4) firmware attack. Extensive real-
world experiments show that we can effectively and efficiently
obtain a victim’s authentication credentials via these attacks.
As a remedy, we present defense guidelines to mitigate these
attacks.

The goal of this paper is to send out a strong message to
the IoT community and hopefully to enforce smart plug man-
ufacturers/developers to put security at a higher priority. As
such, the code of our attacks will not be disclosed.

Our main findings regarding the vulnerabilities of the
Edimax plug system in question can be summarized as
follows.

A. Insecure Communication Protocols

Sswse the communication protocols do not rely on crypto-
graphic mechanisms, an attacker could capture network traffic
and reverse engineer the communication protocols. In this
case, the system is subject to various eavesdropping attacks.
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B. Lack of Device Authentication

The remote server used by an app communicating with
plugs does not authenticate the plugs. This widely opens the
door for an attacker to perform our four attacks.

1) The Edimax plug system uses the MAC address of a plug
as the identity of the plug. We are able to use the device
scanning attack and scan the MAC address space of the
vendor in order to find the online status of all smart plugs
made by the vendor. The device scanning attack can also
reveal if users use the default password of a plug since
many users do not change the default password of their
smart devices [3] due to lack of security awareness.

2) If the plug is online and the password is changed, we
can perform the brute force attack to infer the pass-
words. Given a default password of “1234,” it is likely
that a user may change it to a four-digit one since the
vendor does not explicitly list their password policy in
their documentation. The remote server does not limit
the password attempts by an app.

3) If long passwords are employed by users, we can launch
the device spoofing attack, which blocks the genuine
plug and pretends to be a legal one, waiting for the
remote application to send the authentication credential
of a user for login and use of the plug. In this attack, the
users leak their authentication credentials once opening
the plug control applications. The attack is also stealthy
and the users can hardly realize that they are attacked.
Using the credential, the attacker can completely control
the genuine plug.

4) Moreover, we study the firmware update process and
perform the firmware attack to upload a malicious
firmware to the plug. With such a malicious firmware,
an attacker can create a reverse tunnel from the plug to
a desired server and gain the root access on the plug
system.

For countermeasures to the potential attacks exploiting the
above vulnerabilities, we present the following guidelines to
protect smart plug systems, including secure communication
protocols to block eavesdropping attacks, mutual authentica-
tion between the control app and plug through the remote
server, intrusion detection system for abnormal behavior detec-
tion, anti-bot mechanisms, and validation of data integrity.

The rest of this paper is organized as follows. We give an
overview of our protocol analysis strategy and the discovered
Edimax plug system architecture in Section II. In Section III,
we present the detailed communication protocol, including the
registration phase, authentication phase, control phase, and
firmware update. In Section IV, we introduce four attacks.
In Section V, we perform extensive empirical experiments to
demonstrate the feasibility and effectiveness of our attacks.
In Section VI, we discuss the corresponding countermeasures.
Related work is presented in Section VII. Finally, we conclude
this paper in Section VIII.

II. PROTOCOL ANALYSIS OVERVIEW

In this section, we first briefly introduce the smart plugs we
will exploit. We then introduce our platform that is used to

Fig. 1. Edimax plug and iPad installed with the control application.

analyze this Edimax plug system. We also discuss strategies
to analyze the content of the communication traffic. Finally,
we introduce the big picture of the smart home plug system
architecture of interest.

A. Smart Plugs of Interest

A smart home plug is an electric device that can be plugged
into an ordinary outlet. It provides outlets for other electronic
devices, e.g., lamps and fans. It is often designed to connect to
the wireless home network so that a user can install an app on
her smart device, e.g., smartphone, and control the electronic
device plugged into the smart plug over the Internet. Smart
plugs are gaining popularity for building a home automation
system.

We selected a typical smart plug, i.e., Edimax SP-2101W,
as shown in Fig. 1. The device is available from Amazon and
Walmart and has a rating of more than 4.0 out of 5.0. The app
for controlling the plug supports both Android and iOS plat-
forms. The plug provides the power meter functionality and
allows users to manage the energy consumption. For instance,
a user can monitor the power usage of the plugged appliance
and make a schedule to turn on/off the appliance via the app.
Moreover, a user can set up email information, including user-
name, password, simple mail transfer protocol (SMTP) server,
etc., for the plug so that the plug can send alert emails to the
users.

B. Network Traffic Acquisition and Analysis Platform

To analyze the network traffic and learn the architecture of
the Edimax plug system, we establish an experiment network
platform to capture the traffic at both smart plug and app.
We use two machines to set up two wireless APs with wire-
less USB adapters. We install the Ubuntu 14.04 operation
system on these two machines, which are connected to the
Internet through Ethernet network cards to obtain public IP
addresses. To establish wireless local area network (WLAN),
the network address translation (NAT) function is configured
using the Linux firewall, i.e., iptables. Moreover, we set up a
dynamic host configuration protocol (DHCP) service to auto-
matically assign local IP addresses to the devices connected to
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connect to a same local network. Once the tool is opened,
it performs the operation in step 5b to determine if the plug
and the controller are in the same WLAN. The plug performs
step 6b to send the information of the plug to the tool. After
receiving the plug information, the tool displays the plug model,
MAC address, IP address, firmware version, and the upgrade
status. If a new version is available, the upgrade status shows
that a new firmware version can be used. The user can click the
new version on the tool, which pops up a prompt box and asks
the user to input the password of the plug. After gaining the
password from the user, the firmware upgrade tool generates
a firmware (i.e., a Linux bin file) in a temp file folder and
then uploads this firmware to the HTTP server on this plug.
The password is encoded in the HTTP header using the HTTP
basic authentication method. The plug installs this firmware
after receiving the file and restarts. Once this firmware upgrade
process is completed, the plug automatically connects to the
AP and the user can use the controller to access the plug again.

IV. SECURITY VULNERABILITIES OF SMART PLUG

In this section, we introduce four attacks, i.e., device scan-
ning attack, brute force attack, device spoofing attack, and
firmware attack in detail. We also discuss the possible impact
after an attacker can access the plugs. Please note that we use
our own smart plugs for security analysis in order to avoid
legal issues.

A. Device Scanning Attack

In a device scanning attack, the attacker can scan all plugs
by enumerating possible MAC addresses of the smart plugs
from this vendor. According to recent research [3], many users
do not change the default password after deploying their IoT
devices. They expect the vendor takes care of the security.
Recall that in the authentication phase between the plug and
the controller, the controller can receive the 1070 packet as
discussed in step 8a if the plug is online and the password
is correct. An attacker can craft an authentication message
that specifies the plug MAC address, the default username
and password, i.e., admin : 1234, and check if any victim is
using a plug with the specified MAC and the default password.
Here “admin” is hard coded and actually does not play the role
as a username since the username is not used to differentiate
different controllers or users. The MAC address of the plug
works as kind of username.

The key to a successful device scanning attack is to know
the MAC address space of the smart plug. Luckily for the
attacker (unluckily for the manufacturer), MAC addresses are
predictable. We can search the MAC address spaces allocated
to a company/manufacturer on the Internet [6]. The first six
digits of an MAC address indicate the device manufacturer
and the other six digits refer to a specific MAC address given
to the manufacturer. A manufacturer often gives a block of
sequential MAC addresses to the same product. Therefore, if
we buy a few smart plugs, we can guess at least portions of
MAC addresses allocated to smart plugs of this model. The
attacker can enumerate the whole MAC address space of a
manufacturer in a brute force attack.

TABLE I
RESPONSE TO CONTROLLER THAT SENDS

AUTHENTICATION MESSAGES TO PLUG

Table I shows the possible responses to a controller that
sends an authentication message to a plug with a specified
MAC address and password. If the plug with the specified
MAC address is online and the password is correct, the adver-
sarial controller can receive the 1070 packet. If the plug with
the specified MAC address is online and the password is
wrong, the plug sends a packet with a command type of 1120
to the authentication server and the authentication server will
not forward the message to the controller. To deal with this
case in programming, the attacker should set a timer and try
more times if the attacker does not obtain a response packet
in case that the 1070 UDP packet is lost during the transmis-
sion. If the plug with the specified MAC address is offline or
does not exist, the authentication server sends a 5000 packet
to the attacker. Therefore, when a 5000 packet is received,
the attacker cannot tell if the plug with the specified MAC
address is offline or there is no plug with that MAC address.
However, this does not affect the device scanning attack. Based
on Table I, the attacker can leverage the server response in
order to find plugs with default passwords and plugs not using
the default password/specified password.

B. Brute Force Attack

After deploying the scanning attack, the attacker can dis-
cover all the online plugs using nondefault passwords. Then
the attacker can select those plugs, construct 1030 packets,
and enumerate all possible passwords. The attacker just needs
to wait until she receives the right response. At the time of the
writing, our experiments show that the authentication server
does not block this brute force password attack.

However, our experiments show that the Edimax plug
system actually allows a password of 20 characters, includ-
ing digits and upper- and lower-case alphabetic letters. This
password policy is not written in any of the provided manual
and we cannot find it online either. If a user indeed inputs a
long and complicated password, the brute force attack does
not work anymore. Unluckily, the plug system suffers from
the following device spoofing attack, which can expose any
plug credential.

C. Device Spoofing Attack

1) Attack Process: In the device spoofing attack, we create
a software bot that mimics a plug and performs the authen-
tication with the remote controller in order to directly obtain
the credential from the controller. It works as follows.

1) The attacker first selects a target plug with a specific
MAC address. Recall the attacker knows this plug is
online and this plug does not use the default password
by using the device scanning attack. If the attacker has
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sufficient resources, she can simultaneously choose as
many targets as she wants.

2) The attacker registers the spoofed plug by performing
step 3 in Section IV. In particular, the attacker can emu-
late the communication behavior of a real plug and send
a packet with a command type of 1010 to the authen-
tication server. Since the server does not provide any
authentication method to authenticate the plug, it reg-
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VI. DEFENSE STRATEGIES

In this section, we present guidelines of the defense strate-
gies to mitigate the risks from the Edimax plug vulnerabilities
exposed in this paper.

A. Secure Communication Protocol

Cryptography has to be employed to encrypt communica-
tion. Encoding and obfuscation are not enough to provide
secret communication. In this paper, we can see that an
attacker can crack the obfuscation algorithm by analyzing
the network traffic. With an eavesdropping attack, she can
observe all the plaintext transmitted between the plugs and
the controller. To mitigate these threats, secure communica-
tion protocols should be adopted, e.g., DTLS, TLS/SSL, and
HTTPS, to encrypt the content transmitted between the plug,
the controller, the authentication server, and the command
relay server.

B. Mutual Authentication Between Plugs and Servers

The spoofing attack stems from the fact that the authentica-
tion server does not authenticate the genuine plug. The attacker
only needs to send a legitimate datagram using a command
type of 1010 and the MAC address of the victim’s plug in
order to fool the authentication server. The device authenti-
cation mechanism should be adopted at both server side and
plug side. For example, the device vendor can assign a pub-
lic/private key pair to a device before it leaves the factory.
The authentication server hosts a database of public keys of
all the plugs. Therefore, the authentication server can adopt the
public-key authentication to authenticate the genuine devices.

There is a possibility of spoofed server attacks against the
authentication server and relay server. An attacker may employ
DNS poisoning or man-in-the-middle attacks and pretend to
be the two servers. To counter the attack, plugs and control
apps should be preinstalled with public keys of the two servers
and verity certificates of the two servers before transmitting
authentication credentials and data.

C. Intrusion Detection System

To thwart the scanning attack, an intrusion detection system
should be employed at the server side. The intrusion detection
system should be able to identify extensive scanning attacks.
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