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Millennium Copyright Act (DMCA) notices and botnet and traffic through Tor. Key observations| include: around 10% of
spam complaints or even raided by police [4]. These abusing Tor traffic triggers the IDS alerts. Alerts are very diverse,
1 _ raised over botnet traffic, DoS attack traffic, spam traffic and

On Oct. 2 2013, the FBI took down Silk Road. others. More than 200 malware are discovered from the alerts,
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Ttlﬁ arjony municate with the server over Tor,
the client dq s onion router information from directory

servers and s a series of onion routers to establish a
threerhop path”, referred to as circuit. The three onion routers
are known @s entry (OR1), middle (OR2), and exit onion
router (DR3)), respectively. The client can mix multiple TCP
connections, referre¢d to as streams, over a single Tor circuit.
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Fig. 1. Tor Network

23 is the default value in Tor.
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behaves as a proxy for a Tor client and

communicates with the application server. Therefore, media
companies, ISPs (Internet Service Providers), and campus IT
department may detect malicious outbound Tor traffic and
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ninistrative and legal complaints, TorWard redi-
rects outbound traffic at|our exit router into the Tor network.
We develop an automatic management tool to automatically
add and delete forwarding rules for the firewall. We modify the
code of the exit router in order to send the outbound connection
information (i.e., the destination IP address and port) to this
tool. In particular, before an exit router initiates an outbound
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Let t; be the average time of creating a new circuit for the
it" type of malicious Tor client. We can obtain the average of
total time T of retrieving all m malicious traffic by

T =max{ty xk,... t;xk, ... tn*xk}. 3)
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Fig. 5. The rclrtlon between number of discovered alerts dnd iff*day

of inbound and outbound Tor traffic. To identify inbound Tor
traffic, we use TShark’s protocol filter [30] to analyze original
traffic and find that around 50% traffic is TLS (Transport Layer
Security) traffic, which is used by Tor to encrypt the inbound
Tor traffic. After filtering the Tor TLS traffic, we employ a DPI
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In Higure| 5, the two| upward|curves show the cumulativ
nimber [of distinct alerts frqm datasets 1 and 2, rcspccj vely.
They increase very slowly a[ er sevieral days. The two down-
ward curves show the number of daily discovered new alerts.
Few new alerts are observed| after a few days. These results
match our theoretical analysis in Section III-C. In a first few
days, we have captured most of alerts over Tor. Apparently,
new malicious traffic have been emerging according to Figure
5.
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6, a Spyeye bot is connecting to its C&C server to report
the information of the victim machine. According to the
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