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Abstract—Various attacks may disclose sensitive information
such as passwords of mobile devices. Residue-based attacks
exploit oily or heat residues on the touch screen, computer vision
based attacks analyze the hand movement on a keyboard, and
sensor based attacks measure a device’s motion difference via
motion sensors as different keys are tapped. A randomized soft
keyboard may defeat these attacks. However, a randomized key
layout is counter-intuitive and users may be reluctant to adopt
it. In this paper, we introduce a novel and intuitive input system,
secure finger mouse, which uses a mobile device’s camera sensing
the fingertip movement, moves an on-screen cursor and performs
clicks by sensing click gestures. We design a randomized mouse
acceleration algorithm so that the adversary cannot infer keys
clicked on the soft keyboard by observing the finger movement.
The secure finger mouse can defeat attacks including residue,
computer vision and motion based attacks too. We perform both
theoretical analysis and real-world experiments to demonstrate
the security and usability of the secure fingertip mouse.

I. INTRODUCTION

Touch-enabled mobile devices have become a burgeoning
attack target. Many attacks target sensitive information such
as passwords entered on mobile devices by exploiting the
soft keyboard. In residue-based attacks [1]-[4], oily or heat
residues left on the touch screen indicate which keys are
tapped. By measuring the heat residue left on the touched
positions, even the order of tapped keys may be determined.
In computer vision-based attacks [5]-[13], the interaction
between the hand and the keyboard is exploited. For example,
the hand movement and finger position indicates which keys
are being touched [12], [13]. In sensor-based attacks [14]-
[17], the malware senses a device’s motion difference via its
accelerometer (acceleration) and gyroscope (orientation) when
different keys are touched and the device moves slightly.

Intuitively, these attacks are feasible because of the static
layout of the soft keyboard of a mobile device. A straightfor-
ward countermeasure is to use a randomized keyboard. Such
randomized keyboards have been developed for Android and
i0S platforms [12] and [18]. However, those soft keyboards
are not adopted broadly. One reason is that since a randomized
keyboard is not intuitive, it can be hard to find keys on a
randomized layout and the usability is limited.

In this paper, we introduce a novel and intuitive input
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Fig. 1. Workflow of Secure Finger Mouse

and infer the tapped password from the user. For example,
TouchLogger [14] is an Android malware that uses the device
orientation data to infer keystrokes. Owusu et ay showed
[15] that a malware could use accelerometer data to infer
the entered keys on a virtual keyboard. TapLogger [16] used
motion sensors to infer a user’s tap inputs on a smart mobile.
Residue-based attacks exploit oily or heat residues on the
touch screen while computer vision based attacks analyze the
interaction between the hand and touch screen.

There are existing research efforts on improving the security
of authentication on mobile devices [22]-[30]. In the most
related work by De Luca et ay [28], [29], a special touchable
device on the back of a mobile device is used to perform point-
ing and dragging operations for the purpose of authentication.

There are also existing works exploring the back camera
of mobile devices for human computer interaction. In [31], a
finger is used to cover or uncover the camera lens. The change
of brightness is sensed for the interaction with mobile devices.
Oh and Hong [32] proposed a finger gesture based mobile user
interface. To the best of our knowledge, there is no comparable
work to the secure finger mouse in this paper.

III. SECURE FINGER MOUSE

In this section, we first define the threat model and present
the basic idea of the secure finger mouse. We then elaborate
the detailed design of our proposed system.

A. Threat Modey

In this paper, we use the following threat model to demon-
strate the security of the secure finger mouse while our
technique can defeat many other attacks. A touch-enabled
mobile device is used in a public environment. An adversary
records videos of a victim performing touch input. The victim
is cautious about the surroundings and does not input sensitive
information when the adversary is too close. Therefore, the
adversary cannot directly see the input on the screen in a
recorded video. It is assumed that the adversary can obtain
the accurate information of the finger movement via various
computer vision techniques.

B. Basic Idea

Figure 1 illustrates the workflow of the secure finger mouse.
To input a password, a user taps a password input box on
the touch screen. After a keyboard pops up, the user puts
her index finger beneath the device. When the finger moves,
the on-screen cursor moves. When the cursor moves onto a
key, the user performs a click gesture in order to enter the
key. Therefore, the interaction between a user and her mobile
device occurs in two spaces: controyspace where a user moves
her fingertip in the physical spacez dispway space where the
cursor movement is displayed on the touch screen. Figure
2 illustrates the use of the secure finger mouse. Please note
that the secure finger mouse can be used for entering any
information while we use password inputting as the example.

The secure finger mouse works in five steps:

Step 1. Taking Video: When the user touches a password
input box, a keyboard pops up and the camera is activated
to take the video and capture the back-of-device interaction
between the finger and the mobile. We can display the video
on the screen. The display is called a video viewer.

Step 2. Preprocessing: We preprocess the video with skin
segmentation techniques to remove the background and keep
the region with the human skin color in each video frame.

Step 3. Detecting Fingertip: After preprocessing, a finger
detection classifier is employed to identify the finger frame by
frame and compute the position of the fingertip.

Step 4. Locating Fingertip Top Position: We use the
fingertip top as the actual physical “mouse” and its movement
is the raw mouse movement. Noise reduction methods are
developed to suppress the impact of fingertip shaking.

Step 5. Identifying Fingertip Actions: The secure fingertip
mouse has two types of events: click and movement. Step
5.a. Tapping a key:
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fps. However, since we perform extra processing of each video
frame with various computer vision algorithms and the mobile
device’s computing power is limited, the actual FPS for the
secure finger mouse decreases.

D. Step 2 Preprocessing

Since we are only interested in the fingertip area, we apply
skin segmentation techniques [33] to subtract background and
identify the human skin region in each frame in order to
improve the finger detection accuracy and processing speed in
later steps. The objective of skin segmentation is to determine
whether a pixel in a color image has a skin color or non-
skin color. A skin color distribution model [34] is a generic
and efficient skin segmentation method. Extensive research
has been performed to find the fine bounds of skin color in
different color spaces, including RGB, normalized rg, HSV
and YCbCr [34]-[36]. In this study, we adopt the popular
RGB space. A widely used RGB skin color space model [36]
is defined as follows,

R > 95 and G > 40 and B > 20 and,
max{R,G, B} — min{R,G, B} > 15 and, (1)
|[R—G|>15and R> G and R > B,

where R, GG, and B are the red, green and blue values in
the range of [0,255] respectively. Due to the lighting, the
RGB-based skin segmentation may not be always perfect.
Consequently, we apply the two computer vision operations,
erosion and dilation, to the segmented image to further remove
the noise. Figure 3 illustrates an original image obtained via
a phone camera while Figure 4 shows the fingertip after
preprocessing.

E. Step 3. Detecting Fingertip

In our system, Viola and Jones’ cascade-like Adaboost
classifiers [37], [38] are adopted for its high accuracy and
low computational complexity for real-time fingertip detection.
The cascade classifier is derived in the following way. We first
collect sufficient gray-scale training images of fingers. 50 vol-
unteers participate in the experiments in diverse backgrounds
and use the back camera of a Samsung Galaxy Note 3 to
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towards the camera or not. Denote the area of the fingertip
as s; in the i*" frame and the fingertip area change as As;,
where As; = s; —s;_1. Figure 16 illustrates the change of the
fingertip area. It can be observed that As; rises dramatically.
A threshold T is used to confirm the click gesture,

With the prediction and confirmation, we can accurately detect
a user’s click gesture and stop the cursor movement when a
user clicks a key.

Recall that we buffer 3 frames in order to determine the
start of a click gesture. This delays the response to the
fingertip movement. The frame rate should be large enough
to reduce this delay. For example, if the frame rate FPS is
20, the latency is 2 % 5= = 100ms, which does not affect the
performance of our system very much. FPS will also increase
with the increasing computing power of mobile devices we
see nowadays.

To determine the end of a click gesture, we again use
the change of the fingertip area. After completing the click
gesture, the user moves her fingertip backward to the original
position. The fingertip area in the video decreases. In practice,
a user may not move her fingertip to exactly the same position
and the cascade classifier may also introduce errors. We use
another threshold 77/ to determine whether a user stops or not.
If the fingertip area change is smaller than 77, the user stops
and finishes the click gesture. Figure 17 shows the change of
the fingertip area corresponding to a click gesture. It can be
observed that As;_y is around 0 in the boundary 77 in the
i — 1" frame. To confirm the end of the click, we use two
continuous frames to measure the change of the fingertip area,
that is,

|A8i_1| < T/ |A8i| < TSI (6)

Once Formula (6) is satisfied, we know that the i — 1** frame
is the end of a click.

When the click gesture is detected, we can determine the
intentional key is the one over which the cursor hovers. To
generate the key, we use the Android input method service
for the password input box and send the key value to the
input box. We implement an input method by extending the
Android input method service so that the user can use either
a 12-key numeric keypad or a full size keyboard.
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Fig. 16. Verifying the start of a user click
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Fig. 17. Detecting the end of a user click

2) Step &b Perfqy ing Cursor Acceyration Traditional
mouse acceleration algorithms translate the mouse raw move-
ment data to the on-screen cursor movement with a fixed static
algorithm. Given the raw mouse movement data, the mapping
from the control space to the display space is fixed. If we apply
such a static acceleration algorithm to the fingertip mouse, an
adversary may record the video of the finger movement and
reconstruct the on-screen cursor trajectory to infer the entered
keys.

The basic idea of securing the fingertip mouse is to use
acceleration algorithms with random parameters. We add ran-
domness into a classic mouse acceleration algorithm shown
in Equation (7), i.e., a two-level transfer function, and use
a pair of random variables to transfer a raw two-dimension
movement in the control space to the movement in the display
space. This static two-level transfer function is currently used
as a “lightweight” pointer acceleration technique [40] in Xorg,
the open-source reference implementation of the X window
system. There are two key variables in the transfer function:
acceleration g and threshold 7'. The acceleration factor defines
a series of gains from the control space to the display space
(CD), while the threshold defines the minimum distance re-
quired to change the gain (default value is 1) to a new one.
Denote the movement in the control space and display space
as C' = (Az,Ay) and D = (Az’, Ay’) respectively. The two-
level transfer function can be defined by

_ _J9xC , |Az[+]Ay| =T
D—f(g’ﬂ—{ c . |ad+lag < P

Algorithm 1 introduces the secure lightweight pointer ac-
celeration algorithm. As long as the movement exceeds the
threshold, a random CD gain will be used to accelerate the
movement. The integer part of the accelerated movement
advances the cursor while the remainders are accumulated in

latandalculation. Beca887(e)-363(c)-1..2e or the performanc194..66393(r)--



Algorithm 1 Secure Lightweight Acceleration Algorithm

Require:

(a) Az, Ay, finger movement in the control space;
(b) T, a set of thresholds;
(c) T, a threshold selected from T
(d) R, R,, remainders of the cursor movement;
(e) X,Y, cursor position in the display space;
(f) G, a set of CD gains.
(g) g, a CD gain selected from G.

1: Randomly select a 7" from T

2: if



the attacker knows the trajectory, but does not know the
starting point of the trajectory. That is, she does not know the
starting key of the password. This is actually a good attack
strategy. Even if we assume the attacker can record a video
of finger movement from the time the user powers up the
device, the attacker may have to resort to this attack given
that the large sequence of g and 7" distorts the trajectory too
much. Therefore, after deriving the trajectory generated from a
chosen sequence of g and 7', the attacker tries to fit this cursor
trajectory to the keyboard, moving the trajectory from top left
to bottom right of the keyboard. If the trajectory lands on valid
keys, this sequence of keys becomes a password candidate.
Therefore, one cursor trajectory may generate a number of
password candidates.

We use two metrics to evaluate this attack: hit rate and
ny ber of password candidates. Recall one sequence of g
and 7" creates one cursor trajectory. The hit rate is the number
of trajectories generating the correct password divided by the
total number of trajectories. However, even if there is a hit with
a trajectory, the attack is still not feasible when the g, ber of
candidate passwords generated by that trajectory is too large.

V. EVALUATION

We have implemented the secure fingertip mouse as a third
party keyboard app for the Android platform and conducted
extensive real-world experiments to demonstrate the usability
and security of our developed secure fingertip mouse system.
In this section, we first present the experiment setup and then
show the evaluation results.

A. Expey, ent Setup

We conduct experiments on a Samsung Galaxy Note 3. It
has a resolution of 1080 x 1920 pixels and the screen size is
5.7 inches. We implement two services, input method service
and cursor display service, and runs two threads, fingertip
detection thread and secure mouse acceleration thread. The
input,, ethod service provides a new input method, which
has four keyboards including a numeric keypad, QWERTY
keyboard, and two symbol keyboards. A user can install our
third party keyboard app to use this novel input method.
When an input box is touched, our keyboard pops up. The

ngertip detection thread takes videos using the device’s back
camera, preprocesses each frame, detects the fingertip using
our trained cascade classifier and then calculates the raw
fingertip movement. The click gesture detection method is
implemented in this thread. If a click gesture is detected, the
clicked key will be identified and the thread will send the
clicked key event to the input method service to enter this key.
Otherwise, it will send the raw movement data to the secure
mouse acceleration thread. The secure,, ouse acceeration
thread chooses random acceleration factors to accelerate the
raw mouse movement and sends the accelerated movement
to the cursor display service. The cursor dispyay service then
moves the on-screen cursor. The code uses the Jave Native
Interface and the computer vision library OpenCV [42].

B. Usabiy'ty Evawiation

The moving time of the cursor between different keys is the
essential metric to evaluate the usability of the secure fingertip
mouse. The threshold and acceleration affect the moving time.
We need to carefully determine the ranges for the threshold
and acceleration to achieve both good usability and security.
We recruit 15 unpaid volunteers, 11 males and 4 females,
aged 24 years on average (standard deviation = 2.15 years) to
perform a classic within-subjects experiment [43] and measure
the cursor moving time between two objects. As a common
practice, the volunteers are asked to move the cursor forward
and backward between keys “4” and “6” using a numeric
keypad for 5 times and also click these two keys.

Figure 18 shows the average cursor moving time versus
different acceleration and threshold values. Notice that our
secure finger mouse achieves a frame rate of 15. It can be
observed that less acceleration will increase the moving time.
However, too much acceleration also increases the moving
time. The reason is with large acceleration, a user indeed
can move the cursor fast from one key to another, but it also
becomes harder for the user to accurately control the cursor
to stop on the right key. The chance that the user misses the
intended keys increases so that more time is needed to click the
right keys. It can also be observed that the threshold can affect
the moving time as well. Recall that the threshold controls
what (Az, Ay) will be accelerated. A lower threshold will
accelerate more finger movements. But it can be hard for the
user to control the cursor and click the right keys. However, a
large threshold does the opposite and the cursor movement will
be too slow. According to the results from Figure 18, the range
of threshold is chosen as [2, 8], while the range of acceleration
is selected as [8,13]. When the threshold and acceleration is 3
and 10, respectively, the performance of cursor moving time is
the best. Beyond the chosen ranges, the moving time increases
dramatically.

Figure 19 compares moving time using a numeric keypad
and a QWERTY keyboard with the threshold 3. To measure
the moving time using a QWERTY keyboard, we ask the
volunteers to move the cursor between key “S” and key “K”
for 5 times and click these two keys, and then calculate the
average cursor moving time. We can see that the moving time
using a numeric key is slightly better than the one using
a QWERTY keyboard. Since the size of the target key is
much smaller on a QWERTY keyboard, the index of difficulty
(ID) of QWERTY keyboard is larger than a numeric keypad’s
ID. With smaller keys on the QWERTY keyboard, the users
may undershoot or overshoot the intended key while moving
the cursor. It takes time for the user to correct the cursor’s
position. The results match the theoretical analysis in Equation
(11). It can also be observed that the moving time slightly
increases after using random thresholds and accelerations on
two different keyboards.

Figure 20 compares the input time between touch-inputting
on a numeric keypad and using the secure finger mouse. The
15 volunteers are asked to tap a random 4-digits pin. It can be
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