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Abstract

We propose to classify network forensic investigations into three categories based on when law
enforcement officers conduct investigations in response to cyber crime incidents. We define proactive
investigations as those occurring before cyber crime incidents; real time investigations as those
occurring during cyber crime incidents, and retroactive investigation as those occurring after cyber
crime incidents. We present a holistic study of the relationship between laws and network forensic
investigations and believe that this framework provides a solid guide for digital forensic research. With
the guidance of this network forensic framework, we propose HalLo, a hand-held device transferred from
the Nokia n900 smartphone for the real-time localization of a suspect committing crimes in a wireless
crime scene. We collect only wireless signal strength information, which requires low-level legal
authorization, or none in the case of private investigations on campus. We found that digital accelerator
on a smartphone and GPS are very often rough for measuring walking speed. We propose the space
sampling theory for effective target signal strength sampling. We validate the localization accuracy via
extensive experiments. A video of Halo is at http://youtu.be/SOvMe02-tZc. In this demo, we placed a
laptop that was sending out ICMP packets inside one classroom, used HalLo to sniff along the corridor
and finally located the laptop.
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1. Introduction

Digia f e ic i he ciece fc ecig, ee igaa igad ee igeidecef digi a
de ice (e.g., de k C e , PDA, PAD ec.) edad acce edf i ega e . The
deiede ide ce eed be fficie eiabeadc icig ad 1ic¢ .DigiaF e ic i



e fhefae g 1ig cc ai figh agai ¢ e ci e ada acica cie ce f
ciiai e igai

Theeae ai ca ificai fdigia f e ic baed diffee cieia.O eca ificai i
had aef e ic’ad f aef e ic°Thef e ea ie had aec defachiec ea d he
ae eaie eec idcdc e ide if dc e <chaaceiic, cha a h hi A1
ae, eca if digiaf e ici ¢ ef e icade kf e ic.Thef e fc e
igea edeice hie he ae dea ih e k fdeice add a ic e k affic
if ai .Wefec e kf e ic, hichi i af e aea fdigiaf e ic ade ie
a f hi ki g

I he a heedecade, a e f ce e eciai a dacade ic eeache haei e eda

gea dea feff 1 digia f e ic figh ¢ be ci e The dee ed ¢ aea fe cie
adae e fc ecigadaa igeidece.The <ce fac iig,ea iig,ada 1ig
digia e ide ce i ¢ cia he cce f ec igacbe ci ia.H ee,digiaf e ic i a
¢ -dici ia fiedadi e ie k edge fb he igad a S Acade ic e eache
fe ack he e i ed backg di he eea aea fa .Beca e f hi, hei eeach e

fe fai ¢ f ega eg ai .The a be fa iia 1ih he ea- d be facedb
f e ici e iga ad hec ai 1 edi ighe .I eai , heic e e f e
echi e a e i he e i fgaheede ide ce i ¢ .F ea e 1ig eciaied
ech g bai 1 f ai ih a a a 1 ae heF hA ed e ,ad hee ide ce

gaheed a heef e e edi ¢ .
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Si ce hefi Digia F e ic ReeachW kh (DFRWS)i 2001, e fae k f

digia f e ic ha e bee ed gide eeachadi e igai JTheefa e k ae

if . H ee, hee ae ce ai ¢ fae k, cha e aic e ide ce
c ecig ced ¢.T i a ageed ha diffee a aec ai ed diffee aea (e.g,
iia , 1aee ile, a ef ce e ).“Neehee , fa e k fc ech ica deai
ahe ha deaied a gide eeachadi e igai .I eai ,de he egac ai , a
aaiabe aegie ae acica f a ef ce e .A ae ,ega e ici a ec de

eeaciiai e igai

I hi ae, ei egae hefa e k f e kf e ic ihac a a 1 de bida

bidge be ee acade ic eecachad a 1 e igai .T bee ai a ef ce e ad ake
eeach acica,deaied a aec ideedi fa e kF he ie fa ef ce e , e
ca if digia f e ici e igai i hee a baed he a ef ce e ffice ¢ dc
1 e igai i e e <cieicide .Wedefie aciei e igai Za h e cc ig
bef e ci eicide ; ea 1 e i e igai a h e cc igdigcieicide LPad
e aciei e igai a h e cc igafe ci eicide .Thi ca ificai 1 e fi cide
i 1ghe de adeaeda icea aediffee if hei e igai 1 i gi diffee .I
i deiedf caef d f adii aci ei eigai ,c 1 i aad a a ad
de ce e.C e , a ef ce e 1 e igai ae acie/e aciei e igai

Rea i ei e igai 1 aciicai ef a ef ce e

I hi ae, efi ee aefiedfa e k f e kf e ic 1h heC i1 ad
a f he Uied Sae. Ude hegidace f hefa e k edee eda iee e k
f e ic Hal (Ha d-hedf e iclLocaiai ki)f a ef ce e i ea i ei

e igai
HalL. 1 a f edf a N kia N900 a h ead cae



iga eghif ai , hich e ie -ee egaa h iai , ei hecae f iae

i e igai ca . The baic idea f caiai i c ec 1ee iga egh a e
hie aki g. The ii hee he ai iga eghi ea ed i1 beag de i ae f
he ec de ice cai .Theke cha e ge facc ae caiai ia he ha d-hed de icei ha
hei e iga ha c hi he akig edadc e e gh iee iga egh

a e.Wefid ha digia accee a a a h egieace ghe i ai f aki g eed

GPS i a iaef id e f ea ig e ci cha akig eed Th , e

ea effecie iee a 1ig he f HaL i f e ic caiai 1 a iee e k

ci eceei e igai .We aidae he caiai acc ac iae e iee ei e .0 eeach
effecie a 1gRSSfi he i ig he f 1igha d-hedde ice f acc ae caiai

T dae, eeachha a eed he e i fh e h d aki de c ece gh
RSS a e f acc ae caiai .Thi aea e hi e e 1 .

The ¢ f hi ae i c eda f .Reaed kii dcedi Seci 2.Seci 3
deai he efied fa e k f e kfe ic.I Seci 4, ei dce HaL , ide he
caiai ag ih ad ee hee ei e a e .Wec ¢ de he aei Seci 5.

2. Related Work

De ace i iai , e eie eiig k eaed ae.

2.1 Digital Forensics

(Ade e a.1997)a ieda h hi aa 1 echi e c e ga cdei heaea
f aef e ic. The ed eea i1ciaa e fa h hi aa i1i.(J a2006) adea
c ib i f aef e ic b ide ifig hea h hi feec icdc e ahe ha
adii a ae dc e .B iig e ie ad e f eec icdc e , e e a

ide if hea h hi chaacei ic fadc e
I had aef e ic, (Pae e a. 2006) f d BIOSca ¢ ai hidde if ai ad
i dcedh e acc ceaedi f ai f BIOS. (Pa a dPhii 2007)f dXb ¢ e

ca be  dified aici cde addee ed e ac chif ai f f e ic
i e igai .(Piheegae a.2010) e ieedi f ai f - aie EPROM chi e beddedi
ga ig achie f eidece ec e .(Bia a dlJ e2004) edahad aebaed ced e

bai if ai f aie e

(Ma k 1996, 2001)i iiaieda ab ac fa e kf digiaf e ic ad idedahi ica

e ie fdigia f e ic.*(Saah 2004) ide ified heei e igai e iie: a ef ce e ,

iia adb ie e e ie Shebi ac ce f eache i .B he ec gied ha he

aiciaigee ,c ai ad ¢ e c dbediffee . (Ricci 2006) i ed a 1 digia
f e icfa e Lk H ee,he



ee fa e k/ca ificai f digiaf e ici e igai .~ (Wei2004) edafa e k
f adi ib edage -baed e kf e ic e 1 DSRWS 2004. Lae (Wei a d Hai 2005)

be e deigedadi ib edage -baed ea i e e ki i f e ic e . (Da ie
2007) de ieda acief e ic e ha edic aak adchagedi c¢ eci behai
bef ea a ack ake ace.

(R be etal. 2011) de c ibed digia f e ic f af e ici e iga i f ie . The
i dicaed ha 1ih de adig heac a f e icc e adc ai ,acade ic e each ha
ie i aci eai .Bia ea.a dee ed acie/ea i ef e ic e a bic
2 e kf a ef ce e 1 e iga a ih ega ¢ ai '

2.2 Localization Algorithms on Smartphone

I d, eai ed caeca abia WiFiic dig AP. (Ze gbi e a. 20l1) bi a
a h e-baed e f cai gWiFiAP 1 ea i e.The i e e ed he e Ad id
h e.B aighe a h eeeca i eia aceadaa i1gheiga egh he ee

abe cae hedieci f he age AP.The a h eWiFiada ei a fe edi adieci a
eceie ih heh digh a bd a aiga hied. (S 1ik,R i a dSihai2012) dified he
ideaf 1id e i e .The bi a e SiLceig he iga e gh f hediec
iga ah.The e aced hediec iga ahf he e -dea fie faik, h ica ae
if ai haie edb hel e 5300cad.The he e eaed he a e ce a dachie ed he
a eg a 1hhighe acc ac .

3. Framework of Network Forensics

We i ee he efiedfa e k f e kf e ic1 hi eci .Wefi caef c ae
adii a ci e i e igai ad e
e i g adfia bid hefa e

e ici e igai . We he caif ce ai a

k f
k fe kf e ic 1ih a

3.1 Traditional Crime Investigation vs. Network Forensic Investigation

We ee hee cee i each adii a i e igai . Thefi adii a ci ei e igai cee
i e a ice ffice a ig he ee addee ig( e ia)ci ia .Weca if hi

ce aa aciei e igai (i.e. cc bef eaci eicide ).I agie hef ig cee A
bbe i ha eig he ee ada ice ffice ee he bbe , iadae heciia.
Hee,ci ei ha eig. Th , eca 1 ea i1 ei e igai . N i agiga hid cee. The
bbe ha e edad he bbe ha fed. The ice ffice ak 1ih he ici he i e ead
c dc a i e igai dee ie ha ha eed.The he ee a a e heci ia.Weca
hi ce aae aciei e igai

Cbeciei eigai 1 e 1iia adii aci ei e igai .C ide hef ig

he i ia cee.l hefi ce e, he ice eachaP2P e kad ide if he e f
iega aeia.Weca hi a aciei e igai a ii e eaigf hedeeci faci e
“"Bia D.Ca iec adJ eGad "Caeg ic fdigiai e igai aa i echi e baed hec e
hi de ," Digital Investigation 3,S e e (2006): 121-130.

16g agaika,"F e ic,"2011:201-214;Mac,"S e ghe i g,"2010: 1-12.



icide .I he ec d cee, heei ahacke a acki gac a e k. A ice ffice ge he

e ad 1 heaci iie hel e e.The ice he ace heaci iie back he hacke , if
ibe,adee a ae hehacke.Beca e heci ei ha eigd ig hei e igai , e
ca iaea 1iei eigai .N a , hi e fi e igai 1 ed i ad ee e

ic e ¢ e afficd ighecbe ci eadc dc he aceback ce if ibe.I hefia
ce e, he icege aca afe hehacki gee .La ef ce e ead he g f he IDS a d
fie a ,check hec eci g f cal e e Se iceP ide (ISP )a d he ec c



C de : Officia j dge ae e ¢ eig e 1iigheeecie fceai e b e

e a ie acae.F ea e a ef ce e ca aka ISP 1 a a acke- iffe i
e c eca acke ¢ 1igf a aic alPadde ec ca AIM e i
Seach aa :A ie ¢ de a h iiga ef ce e eachadefi edacaa d/ eie
e ecifica decibedi he a a
I geea, heab ¢ ce e aei edi de fdegee fdiffic .F ea e,a igf
a b eai cheaie ha a igf aeach aa .A ee icit ie gh a f a
b ea hie  ecificada ic abefac ae ceded a f ac de ad Dbabeca e
i ece a a f aeach a a

3.2.2 Related Legal Resources

A. The Fourth Amendment to the U.S. Constitution

TheF hA ed e i he aic 1 i a e ici f e ici e igai

The igh f he e e be ec ei1 hei e ,h e, ae ,ad effec , agai

ea abe eache ad ei e, ha be i aed,ad Wa a ha 1 e,b bab e

ca e, edb Oah affi ai ,ad aic a decibi g he ace be eached, a d he
e hi g be ei ed.

The F h A ed e ec e e ea abe iac b 1i1iigg e e age
a h i eachadeie ih a aa .G e e i e iga ca ga he digia e ide ce
a dide if a ec baed h ch; he ha e babeca e.

B. Acts in United States Code (U.S.C.)
The £ ig ai e ici f USC.aea eea
a. Wiea Ac (Ti elll)
The Wiea Ac,’ 18 U.S.C. 25102522, a fi a eda Tielll fheO ib Ci e

C adSafeS ee Ac fl1968adi geea k a Tielll .I a igia
de ig ed f ie (ee 18 U.S.C. 2510(1)) ad a ¢ icai . The Eec ic
C icai Piac Ac f1986(ECPA)18 a eacedb heUiedSae C ge
eedg e e e ici ie a f eeh eca ic de a i1 f
eec icdaab c e.”
The Wiea Ac i a i a a iac a . R gh eaki g, i hibi
a h iedg e e acce iaeeec icc icai (eel8U.S.C. 2510(12))

i ea i e.
S edC icai Ac

b. TheS edC icai  Ac (SCA),”’18U.S.C. 2701-2712,i aa ha a eacedb

heU iedSae C ge 1 1986. The SCAi a a f he ECPA.I ec he 1iac igh

"'"Wiea Ac,"La dified Ma ch 23,2012, h ://e . iki edia. g/ iki/Wiea Ac.

BrEec  icC icai  Piac Ac,"La dified Ma 24,2012, h ://e . iki edia. g/ iki/ECPA.
"H.Ma ha Ja e a dMichae W. Bai ie, Searching and Seizing Computers and Obtaining Electronic Evidence
in Criminal Investigations (Wa hi g , DC: Office fLega Ed cai E ec i e Office, 2009), Acce ed] €28,
2012, h  :// J dceg /ci ia/cbeci e/dc/ a a2009. df

Mg edC icai Ac."La dified A i 13,2012,

h /e . iki edia. g/ iki/S ed C icai _Ac.



fc e ad bcibe fISP ad eg ae heg e e acce edc e ad
-c e ec d hedb ISP.
c. Pe Regi e Ac
The Pe Regi e Ac,”' 18 US.C. 3121-3127,i a k a hePe Regi e adTa
adTaceDeice a e(Pe/Ta a e).Geea eaki g,a e egi e de ice (ee 18
U.S.C. 3127(3)) ec d gigadde igif ai ( cha a be dia ed a d
eceie e al adde ); hiea a ad ace deice (ee 18 US.C. 3127(4)) ec d
ic igadde igif ai ( cha a ic ig h e be ad ede e ai

adde ).

I geea, he Pe /Ta a e eg ae hec eci fadde i gad he -c e
if ai cha acke ief ieadeec icc icai .Tielll eg ae hec eci
fheac ac e f ieadeec icc icai .B h f he a ¢ ab e eg ae he
ea-i ef e ic i e igai hie he SCA a e eg ae he aicf e ic i e igai (e.g.,
h ei ige ai adacc if ai ).The eai hi be ee e kf e ici e igai

ada 1 h i Fig e2.

Cyber Crime
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Figure 2: Relationship between Ne ~ kF e ic Investigation and Laws
3.3 Reasonable Privacy
Oeciicac ce 1 ac iigeidecei ea abe iac.A e dee e ea abe 1 ac if
1) he/ heac a e ec iac ad2)hi/he bjeciee ecai f iac i e ha cie i

21 pe Regi e Ac, La dified Dece be 17,2011,
h ://e . iki edia. g/ iki/Pe egi e #Pe Regi e Ac.
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e aed ecgiea ea abe™ .1 hi bei , edic 1 ai i hich e e

ha e/d ha e ea abe 1 ac .

A. When People have Reasonable Privacy

I 1967, heU iedSae S ¢ eC hed ha Ka , hedefe da ,had ea abe 1iac he he
e eedaeeh eb h,h hed ,ad adeaca.Th ,i aiegaf g e e age
bai hec e fhe h eca ih a aa,ee h gh he ec di gde ice a a ached

ide he ee h eb h, hec ica i a 1 efeedad heb h acei h ica
i ded®TheS e eC h d ha he hedefeda h hed ,hi bjeciee ecai i
ha bd dhea hi ¢ e ai adhi aci 1 ecgieda ea abeb cie .Thi idea
igeea haeda heF hA ed e ec € e, ace . >
Abaic ega i ei digia f e ic i hehe a idiida ha a ea abee ecai f
itac feec icif ai ed 1hi ¢ e ( eec ic age de ice ). Thec e
i ha eec ic age de ice aeaa g c edc aie ad e ed haea ea abe
e ecai f iac.Ifa e e j a ea abee ecai f i1ac fhi/he eec ic
1f ai ,a ef ce e ffice diai eeda a a each ad eie, a ece i
he aa e ie e bef e he ca ega acce heif ai edi ide. The ef e, he

eeache 1 e a e ehi e he eed dee 1e hehe hi e ehi e 1 ae a e

e ecai fea abe iac . Ifide,he a eed edeig heehi ei de he a
ef cee a id each aa e iee b eachigf if ai bjec 1ac
e ecai

When People do not have Reasonable Privacy

N a ,idiida ca hae ea abee ecai f 1ac f if ai 1 bic ace .Ifa

e k ig e e if ai a he e i a bic ace, he/ he ha ea abe
e ecai f 1 ac ha ¢ edif ai 2F ea e, e eacakigi ideah e
he ae aki g d ha ee e akig ide heh eca hea.La e f ce e he
eeca ec d hi c e ai ih a aa,ee h ghh c e ai ha e 1 ide he
h eI he Ka ca e,26a h gh Ka c e ai a e 1ed be ec ded i1h a
aa ,Ka a eaace ai (i1ie edh ghhe a ae ga )c dbe ega ec ded.
I he ea e (e.g,ba kacc , bcibe 1 f a1 , he eeh e be ), heeca be
e ecai f 1ac 1ce heif ai 1k ig e ed he e ice ide ’H e e,
haif a1 1 ecedb a a .
I digia f e ic,if e e haeif ai adfie 1ih he , he a e he
ea abee ecai f 1ac . F ea ea e ha 1 ac ifhe/ he ea e afie a bic

*H.Ma ha , Searchin, 2009; EFF. g, Rea abeE ecai fPiac, (Acce edJ e28,2012),

h :// deff. g/ -C e/g / iac;Ka .UiedSae,b389U.S.347(1967)

PKa .UiedSae,389U.S.347(1967)

“EFF. g, Rea abe,2012

P®UiedSae .G hk ,2001 WL 1024026,a *2 (W.D. Wa h. Ma 23,2001)

®Ka .UiedSae,389U.S.347(1967)

"H ffa .U iedSae,385U.S.293,302(1966);S ih .Ma a d,442U.S. 735, 743-44 (1979); /C ch .
UiedSae,409 U.S. 322, 335 (1973).



c e 1 a bic iba ;28 hae af de 1ih he Ma <cae haeadde ed hai g

if ai ad 1ige abee eced i1a, cha haigif ai adfie h ghP2P
f ae30(i c diga p2p f ae31), eaigif ai a bicl e e?ad
M e e, e e a eali hei ea abee ecai f 1ac if he ei 1hc

29

fheif ai adfie ahid a F ea e,i digia f e ic,a e a a i
if ai hid a ie e hel e e a eaeif ai a haedc e e k.
D ighe a 11, heg e e i a e eaiehec e igia beca ei
i ae heb hede adeceie e eced 1iac .34Theg e e weed a aa eaie
heif ai .H ee, hecaie fheif ai (eg., helSP)ei iae he iac e ecai
(b haif ai i ecedb a a ad heg e e i eed a a a /c
de/ b ea bai haif ai )”H ee,afe heif ai i deieed he e de
ge ha a ea abee ecai f iac (le,i e 1ae dei e ).36
A he egai ei ha heei agee e hehe ac e he age de ice
h dbeca ifieda a i gec edc aie he he eachi di id a fie ed ihi ac e
age de ice h dbe eaeda a eaaec edc aie’F eca eifa ef cee
a eacha eiedc e f chid gah, he a a ea e ha ie each
eailea fie hi ¢ e, hie he e f hec e a a ha e a
ea abee ecai f 1 ac e fie, hich ae chid gah ic e. Whe
eeache deig ch ei a ce f a ef ce e , he eed hikab he he he
i ae he ea abee ecai f 1iac fidiida .

3.4 Build up Framework of Network Forensics

I geea,f e ici e iga eeda each a a /c de/ b ea ea 1 e igai
adgahe heeide ce ega .H ee, he hei e igai de i aea e ea abe
1ac,de beak he a , fa 1 a ece i fa,he baiig heeidece ih a
each a a /c de/ b eai iega,ad hee ide ce i be e edi ¢ .0
e 1 K%ha ee ed hi ¢ ce i deai,adh , hi 1 be e eaedi hi ae.

2 Wi .M ea ,440F.S .2d 81,104 (D.R1.2006); U iedSae .B e,I51F.S .2d82,83-84(D.
Me. 2001).

PYUiedSae .Ki g, 509 F.3d 1338, 1341-42 (11 h Ci .2007); U iedSae .Ba ,481 F.3d 1246, 1249

(10 h Ci . 2007).
U iedSae .S 2007 WL 4284721, a *1 (D. Neb. Dec. 3, 2007).
'S agaika,"F e ic, "2011.

ZUiedSae .Gie-Pee,214F.S .2d205,224-26 (D.P.R.2002).
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I Fig el, eca if hei e igai i hee caeg ie baed he a ef ce e

ffice ¢ dc he .P aciei e igai cc bef e heci eicide adae a eaed
heF hA ed e .La ef ce e ffice eed ¢ ide e e ea abee ecai f
iac d igi eigai ; he ie, he a eeda b ea c de. Rea 1 e
i e igai cc d ig he ci e icide ad a eaed ethe a a
¢ 1 i a a .Tielllad hePe Regi e Ac ae ed heei cae.N a , a
ef ce e eed a ¢ de each a a c dc ch i e igai . Re acie
i e igai cc afe ci eicide adae eaed eihe a a c 11 a a ,
b heSCAi edheei cae.l eai ,a ef ce e eed b eac de , ea ch
aa, a he ¢ dci e igai .The efi edfa e ki h i Fig e3.
C e ,a efcee fc e e aciei eigai f cbe ci ebeca e f ega
e ici .U ike he 1iia iaee 1ie, a ef ce e ca di ec i hel e e
beca e f iac i e.0 eeachfc e he de e e ff e ic f a ef ce e
¢c dc ea i ei e igai . The be f a ef cee ae h e ih a ega
e ici
Cyber Crime
Incident

Proactive Real Time Retroactive

Figure 3: Framework of Network Forensics with La

H ee,i cae,ii e had fid ch I eai , e kf e ic i e igai ae
e aic ce .1 ecae,a ef ce e a a ead ha e -eea h iai ad he
ca ec ¢ di g ¢c dc ea i ei e igai adhe bai ahigh-ee a h iai

d i-de hi e igai

4. Halo - Forensic Localization Tool
We diedageeiccbe ci e cee: A ec Bbi eaighi eighb (A ice) WiFi a d

digiega aciiie <cha d adi g chid gah ie. La ef ce e ace he
aci i back A ice e ad bai a h iai i he aci iie f Aice e.
H ee, ice heei if ai Bb a ef ce e i abe ck he ec B b.La
ef ce e ca beaki Aice eighb h e ice he d hae each a a f

11



Aice eighb a hi e .Theef e, ai a deig a f a ef ce e cae
he ec B b.Thi ceei i aedi Fig e4.

Sice a ef ce e ha a h iai 1 Aice e, a ef ce e k he
ec (Bb )MACadde .Wedeigeda caiai ag ih caeBb h ica cai
hich e ie Bb iga eghad e edaN kiaN9%0 a h e deec he iga e gh.
The a e f ce e age ak e eachh e a gaide a ¢ id adc ec he age
RSS. Wih RSS, heage i abe cae he ec Bb.Theef ea ef ce e ca he bai a

each aa f Bbadae eachhi c e.
e
Figure 4: Cyber Crime Scene

Fig e51i heGUI f f e ic .B adi g hebeedi g-edge 1251die f
Mae Fe a e,39 he N900 de ice ca ki i dea di abe 1 a MACadde

a cha e.Thi ii e e ed ih he ibca iba .Theef eii abe <ca e acke
f he age.Theei a idica a heb f hi ha i dicae he a'i iga egh
deecedad he iga egh fc e ca ed acke.We ga ed hi f ae ig heQ
Cea . Th ,a ef ce e ca ece 1 a c eci ih A ice e . The ha e
each a a f Aice.

I caea ef ce e age ak fa ad 1 e acke f he age, ei e e
ehd e i ae he de ice ig eed. The age ca ich GPS ( d )
Accee ee (1d ) ach hi ig eed H ee, he ehd ae fficie
acc ae.Th , e ed ¢ he akig e e ghf acc ae caiai

¥ Da id, "b eedi g-edge 1251die f Mae Fe a e,"(Acce ed]J e28,2012),
h :/da id.g ed.e /b g/ 1251/.
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Figure 5: GUI of HalLo

4.1 Localization Algorithm

I hi eci , e 1 i d ce caiai ag ih .Fi , ice e eed ¢ ec RSST
age, e 11 deceh ea eRSS.The e ee ag ih cac ae he cai
he a ge.



4.1.1 RSS Sampling
WiFiSig a e
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Figure 6: Power Distribution s(!) over a Route

Reca ha F a(l)gie he h ica de f

a he e di ib i e a e. Weig e he iee ! i (I),a hi de
e ece f a 1ghe .F he e, i1ei fhighfe

a fhe 1ie.

4.1.2 Localization Scheme

. . 2

We e he iga a 1ig he adde he ea

Acce e ee ae fficie acc ae 1 dicae he
eah a e ea e he e ci f hede ice.

iee igaae ai .Wedefi eS(Wy)

be .1
ig e ci

ecadhea 1ig «ce fie

affec he

a

eai , he bi -1 GPS ad

f he de ice. The ef e

€
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Figure 7: Signal Strength Reading Analysisf

ha d-hed iffe, hichi a he i fhe ea .¥;1i he ¢ diae fhe ea he

eAB.T,de e he ¢ diae f he age jeci G he eAB.I addii ,Dde e
hedi acebe ee he age adi jeci  G.Theef e,di hef ai hedi a cebe ee
he iffe a d he age.!(Wy)i badi iedadi ¢ fffe ec i de eda Fu.,n.F ea e
maxca be efe ed hec fffe ec ha a age ece age( cha 95%) f heeeg i he
ec i ee ed. T beabe ec c Ny f i a e,f he N i a ig

he e , he a i1igfe e c Fq aif hec dii ee edi F a(5),
l:"!!>2 max- (5)
'ydee ie h a a e e h dc e i a ige 1 fdiace (g 1 ee).
Acc dig , ediidea ige i fdi acei Fg eg e fe adi ace,ad ede e ch
di acea ace a 1igie aSs.0bi ,hhe a Fl.Fia , Cc e ¢ ec RSS a e,
he ea h dc ec a ea e acke 1hi eachS;.
The ¢ 1 ake caiai ia a ha d-hed aki gde ice feaibe. Fi , ed eed
ea e akig e ci adj eed c ec a ea eRSS a eeach!; ee , hichca be
gh ea edb e eghSec d, ed eed ea e he age' acke a 11

ae. Wej eed ai eRSS a e ihi each [bef e igf ad.

4.2 Evaluation

Weha ec dced ea- de ei e ea ae he ef ace f caiai ag ih .

4.2.1 Sniffer Velocity vs. Localization Accuracy

We aceda a ha kee e di g ICMP acke e e ec d i ac id .The, ehada
b ea g he aigh e.The b aa el iha iee iffe ha he b ¢ d

c ec RSS a e hie ig.Afe he b eached hee d f he e, e eeced he 1ii

i he e hee he b ¢ eced he ge iga egha hee i aed 1ii f hea

I heidea cae, he -ai1i f hi 11 h de a he -ai f he a 11 . We e he
e ci fhe b 100 /,200 /,300 /,ad400 / ad caed he a .T dei e he
a ii , e ed heSi ae caiai ad a ig(SLAM)f ci hi ed ih he

b geeaea a f haf addeiehec diae fee i 1 he a.We ea ed
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he diffe e cebe ee he a -c diaeadhe -c diae fhee i aed ii .The e
i h i Fig e8 The -ai idicae he b e ci adhe -ai e ee heacc ac f
he age a .Thi fig e h ha he he e ci iceae, he caiai e iceae.

Figure 8: S iffe Ve ci VS.L caiai Acc ac

4.2.2 Failure of GPS and Accelerometer Measuring Velocity

A he e begi ig e ied e hebi -i GPS/Accee ee e i ae hedeice e ci
f d /d i e igai . The GPSi N900 ca bai he e ci diec f aeie.

. . . . 43 .
H ee, he e i acc aeif he aki g eedi . Wea ied e heaccee eec
e i ae hedeice e ci f id 1 e igai ice heaccee ee ead heacceeai
f he de ice. We i i ega heacceeai adge he e ci f hedeice H ee, he e

. . .. 44
eeagai dia 1 1ig

17



Figure 9: GPS Measured Velocity VS. Real Figure 10: Accelerometer Measured Velocity

Velocity VS. Real Velocity
O ea ai c¢ ai e .Fi , eaa ed he eai hi be ee hedi acef he
a he ea eadheegh fhe ace a i1igie a.F aa i, edeied
g ida ceab h ga ace a 1igie a h dbegie a ecific( e i aed)di ace
be ee he ea eadaa .Sec d , e iied hi e adc dced cai ai
ea ai i gHaL .The e f hi eci i1 dce he e 1 deai.

Fi , efc ed ea aig he egh f he ace a igi e a gie hedi ace
be ee a ea eada age.Recaig hee ei e ceai decibedi Fig e7,ad
efe i g he ahe aica defi ii fS(Wy;) ee edi F a(3), ecac aed he iga

eghaeece ii a ghe ea e. The , ea ided heF ie a f hi daa
a dide ified hec fffe ec Fywy.Fia ,f F a(2), edeied he a e f he ace
a 1igie a.Wee hedi acef he age a he ea e 1,2,4,8,16,32,64
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Figure 11: Space Sampling Interval VS. Figure 12: Transmission Time Interval VS.
Estimated Target Distance Localization Accuracy

5. Conclusion

I hi ae, eeciec ed hec e fa e k fdigiaf e ic adf daga be ee acade ic
eeache ada ef ce e i heaea f e kf e ic.B i dcigac a a i he
edfa e k, ec biedacade ic eeachadac a i e igai . Wea dee eda

f e icha d-hedde iceHaL f a e f ce e cae ec i ea i ei e igai .La
ef ce e ca e HaL c ec geideceada f high-ee a h iai ch a
each a a .Wee ec efi edfa e kca bigaf da e a g ida ce e kf e ic
e ea ch.
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